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Preface

Vocational Education is a dynamic and evolving field, and ensuring that every student has access to
quality learning materials is of paramount importance. The journey of the PSS Central Institute of
Vocational Education (PSSCIVE)ward producing comprehensive and inclusive study material is
rigorous and timeonsuming, requiring thorough research, expert consultation, and publication by
the National Council of Educational Research and Training (NCERT). However, the absence of
finalized study material should not impede the educational progress of our students. In response to
this necessity, we present the draft study material, a provisional yet comprehensive guide, designed
to bridge the gap between teaching and learning, until fimabfversion of the study material is

made available by the NCERT. The draft study material provides a structured and accessible set of
materials for teachers and students to utilize in the interim period. The content is aligned with the
prescribed curdulum to ensure that students remain on track with their learning objectives.

The contents of the modules are curated to provide continuity in education and maintain the
momentum of teachinfparning in vocational education. It encompasses essential ¢sreeg

skills aligned with the curriculum and educational standards. We extend our gratitude to the
academicians, vocational educators, subject matter experts, industry experts, academic consultants,
and all other people who contributed their expertiseiasights to the creation of the draft study
material.

Teachers are encouraged to use the draft modules of the study material as a guide and supplemen
their teaching with additional resources and activities that cater to their students' unique learning
styles and needs. Collaboration and feedback are \itefgfore, we welcome suggestions for
improvement, especially by the teachers, in improving upon the content of the study material.

This material is copyrighted and should not be printed without the permission of the NCERT
PSSCIVE.

Deepak Paliwal
(JointDirector)
PSSCIVE, Bhopal
Date: 16 April 2025
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Module 1 loT Devices and Systems

Module Overview

Internet of Things (I0T) is a revolutionary concept that is transforming the way we interact

with the world around us. 10T involves the integration of devices, sensors, and systems

with the power of the internet, enabling them to communicate, share informa tion, and
perform intelligent actions. In this journey, we will explore how IoT is shaping our future,
enhancing efficiency, and creating innovative solutions for a wide range of applications.

From smart homes and cities to healthcare and industry, underst anding loT devices and
systems will not only expand our technological knowledge but also empower us to
contribute to the evolving digital landscape.

This Module begins by outlining the crucial responsibilities of a Telecom Technician in
managing loT devic es and systems, emphasizing their role in-maintaining seamless
connectivity in the complex landscape of telecommunications and loT technologies.

Moving forward, the Module covers fundamental 10T concepts, it helps in understanding
how everyday objects tran sform into intelligent entities, seamlessly communicating and
enhancing our daily lives.

This Module includes the significance of microprocessors and microcontroller boards. It
delves into the pivotal functions of sensors and actuators, highlighting their role in data
collection and real -time decision -making.

Additionally, the Module explores the architectural components of 0T networks such as
gateways, nodes, and edge devices, providing insights into their critical functions. Finally,

it delves into commu nication technologies and protocols, crucial for efficient data
transmission in diverse loT applications.

This Module serves as a strong foundation for further exploration and mastery in the field
of loT.

Learning Outcomes

After completing this module, you will be able to:
1 Understand the basic concept, features, and applications of the Internet of Things

(loT).
1 Identify different types of controller boards and explain their role in 10T systems.
91 Describe the functions and working principles of sensors and actuators in I0T.

Module Structure

Session 1. Basic Concept of loT

Session 2. Controller Boards

Session 3. Functions of Sensors and Actuators in loT
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Session 1. Basic Concept of 0T

Minnie and Mickey enter an expansive library filled with booksstretching in every direction, forming
towering stacks throughout the space. Faced with this vast collection as shown in Figure 1.1, Mickey asked

r 2
¥/ ¢

Fig. 1.1: An image of Library
Minnie plans to ask the librarian for help finding a book. Mickey prompts her to consider how the librarian
has information on all books. Minnie explains that new books are marked, and their details, including
location, are entered into the computer.

Mickey proposes the idea of electronic tags or sensors on every book, sending fiale location
information to the computer. Minnie likes the idea, anticipating easier tracking and retrieval. Mickey
expands the concept globally and includes the whole world #t if all the physical things like vehicles,
devices, TV, Microwave, refrigerator, healthcare devices etc have these smart sensors to gather information
and also a way to send this information across using the internet. It is depicted in Figure 1.1.

e

Fig.1.2: Use of IoT in Library management

PSS Central Institute of Vocational Education, NCERT, Bhopal




Telecom Technician 0 loT Device/ Systems , Grade XI

1.1 Introduction to 10T (Internet of Things)

Internet of Things (1oT) is a massive network of physical devices embedded with sensors,
software, electronics, and network which allows the devices to exchange or collect data and
perform certain actions. Basically, 10T is made up of two words: Internet & Things.

Things 0 physical devices, appliances, gadgets, etc.
Internet & through which these devices are connected.

IoT aims at extending internet connectivity beyond computers and smartphones to other
devices which people use at home or for business. The technology allows devices to get
controlled across network infrastructure remotely. As a result, it cuts down the human effort

and paves the way for accessing the connected devices easily. With autonomous control, the
devices are operable without invo  Iving human interaction. 10T makes things virtually smart
through algorithms, data collection and networks enhancing our lives.

Examples : Smart switches, AC sensors to adjust the temperature based on the outside
temperature, smart wearables, Pet tracking devices, Health monitors, and many more.

loT comprises things that have unique identities and are connected to internet. By 2028
there will be a total of 75 billion devices /things connected to internet. 10T is not limited to

just connecting things to the internet but also allow things to communicate and exchange
data.
Definiton: The I nternet of Things (10T) is a network of

communicate via the Internet.

‘'
o~ [ ][] [zaC
aoao
< > ooo
aoao
P
Smart Device Internet Smart Device

A smart device is a thing whic -~ h has senses and has a unique identity which connects it to a
communication network so that we can communicate with it from any part of the world.

So, Things in IOT refers to any physical object with a device that has its own IP address and
can connect to a network and also sends/receives data via a network.

Thus, Internet of things (10T) is a system of interrelated computing devices, mechanical and
digital machines provided with unigue identifiers (UIDs) and the ability to transfer data over a
network without requiring human -to-human or human -to-computer interaction.

IOT is a dynamic global network infrastructure with self -configuring capabilites b  ased on

standard and interoperable communication protocols. In 10T every physical and virtual

fthings have identities as we have our names and f:
identifiers get seamlessly integrated into the internet so as to communica te data associated

with users and their environments.

Characteristics of 10T

1) Dynamic & Self Adapting: IoT devices and systems may have the capability to
dynamically adapt with the changing contexts and take actions based on their operating
conditions, u s e s coriext or sensed environment. Eg: the surveillance system is adapting
itself based on context and changing conditions.
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2) Self Configuring: It allows a large number of devices to work together to provide certain
functionality.

3) Inter -Operable Communication Protocols: IOT supports a number of interoperable
communication protocols and its devices can communicate with other devices and also with
infrastructure.

4) Unique Identity: Each IoT device has a unique identity and a unique identifier (IP
address).
5) Integrated into Information Network: This allows them to communicate and exchange

data with other devices and systems.

IoT is a network of connected devices with unique identifiers in the form of an IP address
which have embedded technologie s or are equipped with technologies that enable them to
sense, gather data and communicate about the environment in which they reside and/or
themselves.

1.2 Building Blocks of loT

The important components of an loT system are Devices and sensors, Clda@dmputing, User interface,
Connectivity, Gateways are shown in Figure 1.4.

Devices
and sensors

Cloud

Gateway Cpnipluting

Components of [oT

User

Connectivity interfaces

Fig. 1.4: Building blocks of 10T

1.1.1 Devices and sensors 7 Devices and sensors are components of the connectivity layer. These smart
sensors continuously collect informationabout the environment and transmit it to the next layer. For
example, our phone is a device that has several sensors such as GPS, camera, motion, etc. There are some
common sensors used in 10T are as follows:

Temperature and Thermostats Sensors:  They sense the temperature of the environment.
Pressure Sensor: It measure the pressure or force per unit area applied to the sensor.
Humidity Sensor: It is a device used to measure the moisture level in the environment
Light Intensity Detector: It detects the inten  sity of Light

Soil Moisture Sensors: Itis a device used to measure the moisture level in the soil
Proximity Detector: It detects the presence of nearby objects

RFID Tag: An electronic tag used for tracking an object

1.1.2 Cloud Computing z Cloud computing is a technology that enables us to create, configure,
and customize applications through an internet connection. Cloud computing allows

resources located at remote locations to be made available to anyone anywhere. In simple
words, cloud co mputing permits you to rent as an alternative to buy your IT. Instead of
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investing heavily in databases, software, and hardware. Enterprises opt to access their
compute power via the internet, or the cloud, and pay for it as they utilize it.

loT systems transmit a large amount of data from devices, and this data must be effectively
managed to deliver meaningful results. 10T technology uses cloud services to store large

amounts of data. It provides tools for data collection, processing and storage. Informa tion is
readily available and remotely accessible via the Internet. It also provides an analytics
platform. The IoT cloud is an advanced network of high -performance servers for fast

processing of large amounts of data.

Activity:  Google Classroom is a cloud -based tool that allows teachers to create and manage
classes, share resources, and communicate with students. It allows teachers to post
announcements, assignments, and quizzes, and for students to submit their work and
collaborate on group projects. Expl  ain how it works?

Google Classroom is implemented through different components of Cloud computing which

correspond to platforms such as front end, back end, and cloud -dependent delivery and the
utilized network. Thus, the Google classroom framework of clou d computing is broadly
categorized as three specifically clients, datacentre and cloud -based delivery and network.

Cloud Computing

Virtual Software Application Storage
Desktop Platform Data

((‘ ))) llnternet E
Router Switch
l l I EndUserl l l I l l I l l
Mobile Laptop Printer Desktop Desktop Desktop
Clients: Clients in cloud computing are in general to the operation of Local Area Networks
( L ANdme3e.help users access their systems and applications by using any device from
anywhere. They are just the desktops where they have thei r place on desks. These might be

also in the fo rm of laptops, mobiles, tablets to enhance mobility. Clients hold the
responsibility of interaction which pushes for the management of data on cloud servers. This

is the place where the teacher creates the cla sses, upload notes, quizzes, announcements etc.
They are free to use any device e.g. laptop, Mobile phone, Desktop, Tab, desktop etc. to create
content and upload too.

Datacentre: It is an array of servers that houses the subscribed applications with sever al
servers for storage and processing. Management of Applications logic is managed through
servers and effective data handling is provided by storage. The combination of these
platforms at the backend offers the processing power, and capacity to manage and store data
behind the cloud. This is the place where the data uploaded by the teacher is stored safely.

Cloud -based delivery and Network

On-demand access to the computer and resources is provided over the Internet, Intranet, and
Intercloud. The Internet ¢ omes with global accessibility, the Intranet helps in internal
communications of the services within the organization and the Intercloud  enables
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interoperability across various cloud services. This dynamic network connectivity ensures an
essential component of cloud computing architecture on guaranteeing easy access and data
transfer. This is the facility throu gh which the associate students of the Google classroom
can access the data from anywhere in the world.

Activity 2: Smart traffic management

S/ kAN NNNNN

This project primarily wuses <c¢loud computing power
request during peak traff ic hours. After analyzing real  -time traffic, such management will be
represented by an application that can potentially simulate the movement of vehicles.

This project will help beginners afraid of applying traffic management techniques to real -
world probl ems strengthen their decision  -making process.

Cloud services can be Infrastructure as a Service (laaS), Platform as a Service (PaaS),
and Software as a Service (SaaS).

1.1.3 User interface d User interface is the physical and visible part of an loT system that is
accessible to users. User interface design is more important in today's competitive market
because it often allows the user to choose a particular device or equipment for effective
interaction between the user and services. There are two types of applications in 10T:

Mobile Application: iOS and Android
Web Application: Single page application on website

User Interface

Android App
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Users are interested in buying new smart devices if they are easy to use and compatible with
current wireless standards. Modern technology offers many interactive designs to facilitate
complex operations with simple touch screen controls. Multi -colour touch screens have
replaced the hardware switches in our devices, and this trend is increasing in almost all

smart home devices.

1.1.4 Connecti vity 9 Internet connection is required for communication. An Internet
connection gives each device an IP address. Although fewer addresses depend on the IP
address.

1.1.5 10T Gateway 0 loT Gateway manages two -way data traffic between different networks
and protocols. Another task of the gateway is to translate different network protocols and

ensure interoperability of connected devices and sensors. The |oT gateway provides a certain

level of data security to the network and to the data transmitted through higher order
encryption technigues.

It acts as a middle layer between the devices and the cloud, protecting the system against
malicious attacks and unauthorized access. The gateway can be configured to pre -process
data collected from thousands of sensors locally before forwarding it to the next stage. In
some cases, this would be necessary for TCP/IP protocol compatibility.

2 ¢

loT Gateway

loT Sensors
Cloud Server
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Activity:  Demonstrate the connection of IOT things to IOT Network through IOT Gateway.

Considering a use case of a connected offieavironment, there will be several sensors associated with
equipment like lights, HVAC system, security systems, CCTVs, etc. These sensors are used to capture data
such as:

1. Temperature

2. Humidity

3. Noise

4. Position of people and equipment
5. Light

Each of these dvices use different protocols like WiFi, Bluetooth and Ethernet to connect to the network.
They connect to different control environments and have different models for management and security.
Some of these sensors or controllers might use low energy amthy not support energyintensive protocols
like WiFi and Bluetooth, which may affect their connectivity.

To connect all of them to the IOT Network, we need an IOT Gateway which have the provision like:
1. Device connectivity
2. Protocol translation
3. Data filtering and processing
4. Security management

Things
e
Temperature Humidity I = / | OTC O N N E CT
EEEETS) | EEEETS)
Gateway HHHH

W
N

Smoke Sensor Light Sensor

Thus, the 10T gateway will help all the IOT devices working at different operating speeds and
protocols be able to access the Internet as shown in the above image.

1.3 Architecture of IoT

loT architecture is the  structural framework that defines how Internet of Things devices
communicate, process data, and interact within a network.
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loT platform

I I I Connectivity

Actuator Actuator Actuator Device management

! ! ! HTTP, MQTT Data management

-—

Smart devices / controllers Gateway R Analytics

-

Edge computing

Sensor Sensor Sensor
App development

Perception Layer Transport Layer Processing Layer Application Layer

The Architecture of hternet of Things comprises four layers 1) Sensing or Perception Layefsensors and
actuators) 2) Transport Layer (gateways and nodes)) Processing Layer and 4) Application Layefcloud-
based platforms and eneuser interfaces)

This architecture enables seamless connectivity, data collection, and regahe decision-making, forming
the foundation for a smart and interconnected ecosystem.

Sensing layer ¢ensors and actuators) The main purpose of the sensing layer is to recognize any
phenomena in the peripheral devices and obtain information from the real world.

Network layer (loT gateways and nodes ): The network layer acts as a communication channel that
transfers the information collected in the sensing layer to other connected devices. The network layer is
implemented in 10T devices by using different communication technologies (e.g. Wi, Bluetooth, Zigbee, Z
Wave, LoRa, cellular network, etc.) to allow data flow between other devices on the same network.

Data Processing layer (cloud server): The data processing layer consists of the main data processing unit
of 10T devices. The data processingyer gathers data collected in the sensing layer and analyses the data to
make decisions based on the outcome. In some loT devices (e.g. smart watches, smart home hub, etc.), data
processing the layer also saves the previous analysis to improve the resulthis layer can share the
processed data with other connected devices through the network layer.

Application layer (end -user interface/mobile applications):  The application layer implements and
presents the results of the data processing layer to run varigs applications of 0T devices. The application
layer is the usercentric layer which performs various tasks for users. There exist different 0T applications
like smart transportation, smart home, personal care, healthcare, etc.

Activity: Demonstrate IOT architecture

Considering a use case of a smart home where Temperature, Humidity, Pressure, Motion and Lux Sensors
are used to capture useful data of the House. The client needs to monitor all the sensors 24x7 through an
application.

Following are the stefs to demonstrate the architecture of 10T in a system.

Step 1: Identify the components of the sensing layer: Temperature, Humidity, Pressure, Motion and Lux
Sensors. All these sensors measure the environmental data and send it to an intelligent device for
processing.
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Step 2: Identity the network layer components: As all these are wired devices a simple wired connection is
more suitable to act as a communication channel. We can use the IOT Gateway for transfer of data from
sensors to processing unit.

Step 3:ldentify the Processing layer components: All the data collected by different sensors are first
processed in the cloud server and meaningful information is extracted for the client.

Step 4: Identify the Application components: A mobile is a necessity @fery human being. Especially when
they are out of home they use this portable device to monitor every minute details related to home, office,
business, clients etc. Thus, mobile applications are the best application to monitor the data measured by
individ ual sensors inside the house.

Thus, the connectivity of all four layer are shown in the fige--- as per the architecture of loT.

1.3 Architecture of 0T

IoT architecture is the structural framework that defines how Internet of Things devices communicate,
process data, and interact within a network.

Internet of things is based on four simple building blocks 1) Sensors 2) Internet of Things (loT)
framework & gateway 3) cloud server 4) mobile app. These are also called I0T architecture layers. It is
shownin Figure 1.5.

Cloud

Wireless
communication

Temperature

Humidity

foT

Pressure Gateway/Frame
work

Mobile app

Motion

Lux

Sensors
Fig. 1.5: Basic connection between different components of 10T in a Network

loT architecture consists of four-main layers: the sensing layer (sensors and actuators), the network layer
(gateways and nodes), data processing layer and tla@plication Layer (cloud-based platforms and eneuser
interfaces). This architecture enables seamless connectivity, data collection, and réiate decision-making,
forming the foundation for a smart and interconnected ecosystem.

Sensing layer (sensors and actuators) : The main purpose of the sensing layer is to recognize any
phenomena in the peripheral devices and obtain information from the real world.

This layer consists of several sensors. Use of multiple sensors for applications is one of the main frestwf
Internet of Things devices. Sensors are everywhere, sensors sense data from the atmosphere or place, for
example temperature sensor senses temperature from the room and shares it through 10T gateway. Sensor
will sniff a wide variety of information ranging from Location, Weather/Environment conditions, running
machine, from the human body, engine maintenance data to health essentials of a vehicle.

Network layer (loT gateways and nodes): The network layer acts as a communication channel that
transfers the information collected in the sensing layer to other connected devices. The network layer is
implemented in 10T devices by using different communication technologies (e.g. Wi, Bluetooth, Zigbee, Z
Wave, LoRa, cellular network, etc.) to allow data flobetween other devices on the same network.

This layer consists of 0T Gateways & frameworks. As the name rightly explains, it is a gateway to the
internet for all the things/devices that we want to interact with. Gateways act as a carrier between the
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internal network of sensor nodes with the external Internet or World Wide Web. They do this by collecting
the data from sensor nodes and transmitting them to the internet infrastructure.

Data Processing layer (cloud server): The data processing layer consistef the main data processing unit

of 10T devices. The data processing layer gathers data collected in the sensing layer and analyses the data to
make decisions based on the outcome. In some loT devices (e.g. smart watches, smart home hub, etc.), data
processing the layer also saves the previous analysis to improve the result. This layer can share the
processed data with other connected devices through the network layer.

Here a cloud server is used to store the data. The data transmitted through the gatewystored &
processed securely within the cloud server i.e. in data centres. This processed data is then used to perform
intelligent actions that make all our devices Smart Devices. In the cloud, all analytics and decision making
happen considering user omfort.

Application layer (end -user interface/mobile applications):  The application layer implements and
presents the results of the data processing layer to run various applications of 10T devices. The application
layer is the usercentric layer which performs various tasks for users. There exist different IoT applications
like smart transportation, smart home, personal care, healthcare, etc.

The intuitive mobile apps will help endusers to control & monitor their devices (ranging from the room
thermostat to vehicle engines) from remote locations. These apps push important information from the
cloud on your smartphones, tablets. After analytics, Information is in the form of graphs, bars and in pi
diagram and display to the user in a usefriendly manner. Fom mobile application, we can send a
command to sensors to change default values, like changing default temperature of air conditioner and
many more. The architecture of loT comprising these four layers are shown in Figure 1.6.

Fig. 1.6: Architecture of loT

Assignment 1. Draw the diagram of the architecture of the Internet of Things on a sheet.

1.4 Applications of Internet of Things

loT transforms healthcare, smart homes, agriculture, and industries through remote monitoring, energy
efficiency, predictive maintenance, and streamlined processes. It also influences transportation, wearables,
and smart cities, showcasing its versatile impact across diverse sectors as shown in Figur@ 1.

PSS Central Institute of Vocational Education, NCERT, Bhopal




Telecom Technician 0 loT Device/ Systems , Grade XI

Smart Retail
Smart Agriculture e ! S Chty
2\ T

Smart Home

0@
S

Smart Healthcare

@ 0 = /Wearable

. Technology
Fig. 1.7: Applications of loT

1.4.1 Smart Homes z Developing smart homes has caused a revolution in designing residential homes.
Smart home products would save energy, time and money. A Smart Home would enable the owner to
control household jobs at the house even from a remote location. For example, switching ohet air
conditioner or heaters minutes before reaching home, switching on / off the lights, controlling the washing
machine, etc. It is depicted in the Figure 8.

‘ Weather

i Air Conditioning

Lightning e——

Tablet e
'%

P ‘)))

Fig. 1.8: Smart Homes

Mobile Access

1.4.2 Wearable Devices 7z Wearable devices include wrist watches or glasses that are installed with
sensors and software which collect and analyse data. Companies like Google and Samsung have invested
heavily -in building such devices. These devices broadly cover fitness, health amahtertainment
requirements. A major challenge for developing such systenis that it should be lightweight, small in size

and should have very low power consumption as shown in Figure4..
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Heart rate
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Sleep monitoring
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information
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Fig. 1.9: Wearable Devices

1.4.3 Traffic Monitoring z Vehicles $ould be capable of optimizing its operation, fuel consumption,
pollution control, maintenance and comfort of passengers. A breakthrough will be achieved if such smart
traffic could be developed as it would drastically reduce road accidemasualties By nstalling sensors and
using web applications, citizens can also find free available parking slots across the city. It can be
understood by the Figure 110.

ELEMENTS OF SMART TRAFFIC MANAGEMENT SYSTEM

vvvvv

Alr Quality
Management

Platform

Fig. 1.10: Traffic Monitoring System using loT

1.4.4 Industrial | oT z Industrial 10T (lloT) is the new buzz in the industrial sector. It is empowering
industrial engineering with sensors, software and big data analytics to create brilliant machines. 10T holds
great potential for quality control and sustainability. Applications for tracking goodsreal time information
exchange about inventory among suppliers and retailers and automated delivery will increase the supply
chain efficiency. It is shown in Figure 1L1.

Internet of Things Home/
y Industrial Internet of Things Sensor netwok PUllding area
Traffic B network

e
management é Industry 4.0 A 4R ::303 ﬁl 1|
o N(d &N & L 1 0
Mining \——'[N) p Q
Food Textile ~
jmm{] < & e 25
L) Ll B oo o
Personal oo Factory area | 0% @°
\Qrea network g A.t‘ - .b.'l' network InteThgent ‘Z
&aterlng A tlomoRies  Flsstronics transportati

syst

Fig. 1.11: Industrial Internet of things
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1.4.6 Smart Cities z Smart cities are another area gaining immense interest from the public. Smart
surveillance, automated transportation, smarter energy management systems, water distribution, urban
security and environmental monitoring all are examples of internet of things applications fosmart cities. It
will solve major problems faced by the people living in cities like pollution, traffic congestion and shortage
of energy supplies etc. Products like cellular communication enabled Smart trash will send alerts to
municipal services when &in needs to be emptied. Example of this application is given in Figurel2.

Smart city components
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Fig. 112: Smart Cities
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extremely high. Governments are helping farmers to usadvanced techniques and research to increase food
production. Smart farming is one of the fastest growingjields in IoT. Farmers are using meaningful insights
from the data to yield better return on investment. Sensing for soil moisture and nutrients, corttlling
water usage for plant growth and determining custom fertilizer are some simple uses of 10T as shown in
Figure 1.13.
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Fig. 1.13: Agriculture

1.4.8 Healthcare z The conceptof a connectedhealthcare system and smart medical devices bears
enormous potential not just for companies, but also for the welbeing of people in general. Research shows
0T in healthcare will be massive in coming years. 10T in healthcare is aimed at empowering peopd live

healthier lives by wearing connected devices. The collected data will help in personalized analysis of an
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Fig. 1.14: Healthcare

Assignment 1. List the applications of the Internet of Things with examples on a chart.

1.5 Use of Mobile applications in 10T systems

In the domain of the Internet of Things (I0T), mobile applications serve as an essential interface, facilitating
seamless communicatin and control between users and their networked devices.

These applications, often developed for iOS or Android platforms, are designed to optimize user experience
in managing and monitoring 10T devices through smartphones or tablets. The technical integion involves
leveraging specific programming languages, frameworks, and protocols tailored to 10T requirements.

Mobile apps in loT typically interact with backend servers, databases, and application programming
interfaces (APIs) to retrieve and updatereal-time data from connected devices. The development process
involves utilizing integrated development environments (IDEs) and software development kits (SDKs)
compatible with the target platforms. Additionally, mobile apps in loT often employ security asures such
as encryption and secure communication protocols to safeguard sensitive data transmitted between devices
and applications. An example of a mobile app is shown in Figure 5.1

' {\/O\:) '

Fig. 1.15: Mobile app

These applications act as command centersha&bling users to remotely configure device parameters,
receive sensor data, and execute commands within the 10T ecosystem. The intricate interplay between
mobile apps and 10T contributes to a dynamic and responsive user experience, shaping the landscape of
interconnected smart environments.

1.6 Different types of mobile applications used in loT

In the context of the Internet of Things (IoT), various types of mobile applications serve distinct purposes,
enhancing the functionality and user experience acrossliverse |oT ecosystems. Here are different
categories of mobile applications commonly used in conjunction with loT:

1.6.1Control Apps z Control apps empower users to actively manage and manipulate loT devices remotely.
They provide interfaces for adjustirg settings, initiating actions, and controlling the behaviour of connected
devices.

PSS Central Institute of Vocational Education, NCERT, Bhopal




Telecom Technician 0 loT Device/ Systems , Grade XI

Example:A smart home control app that allows users to turn on/off lights, adjust thermostat settings, or
manage security systems.

1.6.2 Monitoring Apps Z Monitoring apps offer real-time updates and insights into the status and
performance of 0T devices. Users can receive notifications, view data trends, and keep track of key metrics.

Example:An industrial monitoring app that provides reakttime information about machinery operation,
production metrics, and system health.

1.6.3 Configuration Apps z Configuration apps assist users in setting up and customizing their 10T devices.
They often guide users through the initial setup process, enabling personalization and fitiening of device
parameters.

Example:A wearable device configuration app that helps users set up preferences, update firmware, and
customize features.

1.6.4 Health and Fitness Apps Z These apps are often associated with wearable 10T devices and focus on
health and fitness tracking. They monitor activities, record vital signs, and provide insights into users' well
being.

Example:A fitness tracker app that monitors steps taken, calories burned, and sleep patterns, syncing with
a wearable loT device.

1.6.5 Location-Based Apps z Location-based apps use IoT technology to provide services based on the
user's geographic location. They can offer navigation, geofencing, or locatiaware content.

Example:An loT-based navigation app that considers redlime traffic data and suggests the fastest route
based on current conditions.

1.6.6 Automation Apps z Automation apps allow users to create rules and scenarios for their 10T devices.
These rules automate certain actions or responses based on predefined conditions.

Example:A smart home automation app that sets rules for lights to automatically turn off when no motion is
detected for a specified period.

1.6.7 Communication Apps -Communication apps enable interaction between users and loT devices or
facilitate communication between devices. They may include chat interfaces or voice control features.
Example:A voice-controlled smart assistant app that allows users to verbally command and control various
0T devices in their environment.

These types of mobile applications coligtively contribute to the seamless integration of IoT into various
aspects of daily life, offering users flexibility, customization, and redime control over their connected
devices.

Summary

91 In this chapter the concept of 10T (Internet of Things). I0T rers to a network of interconnected
devices or "things" that can collect, exchange, and process data over the Internet.

9 10T devices are equipped with sensors or other means to gather data, and they are connected to the
internet or other networks, enabling communication and data exchange.

9 Data collected by loT devices needs to be processed and analysed. This can occur erdévice
itself or in the cloud.

9 10T has diverse applications, including smart homes, industrial automation, healthcare, agriculture,
transportation, and more.
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CHECK YOUR PROGRESS

A. Multiple Choice Questions
1. What is the full form of IoT? (a) Internet of Technology (b) Incorporate of Things (c) Internet of Things
(d) Incorporate of Technology

2. Whatis 1oT? (a) Network of physical objects embedded with sensors (b) Network of virtual objects (c)
Network of objects in the ring structure (d) Network of sensors

3. Which of the following is used to capture data from the physical world in 0T devices? (a) Sensors (b)
Actuators (c) Microprocessors (d) Microcontrollers

4. Which of the following is an example of an 10T devicg?) Laptop (b) Fitness tracker (c) A television
set (d) A landline telephone

0T is based on technology. (a) Hardware (b) Software (c) None (d) Both of these

What is the main purpose of 10T? (a) To collect and analyse data from connected devicésTi control
home appliances remotely (c) To improve online shopping experiences (d) To create a virtual reality
environment

7. What is a sensor in I0T? (a) A device that converts physical or environmental parameters into digital
signals (b) A device that conects to the internet and sends data (c) A device that provides a graphical
user interface (d) A device that runs software programs

8. What is a gateway in 10T? (a) A device that connects IoT devices to the internet (b) A device that stores
data collected byloT devices (c) A device that analyses data collected by IoT devices (d) A device that
provides a user interface for 10T devices

9. Which of the following is an example of an |IoT application in healthcare? (a) Online shopping for
medical supplies (b) Remote ptient monitoring (c) Electronic medical record management (d)
Telemedicine consultations

10. Which of the following is an example of an IoT application in agriculture? (a) Online crop sales
platform (b) Farm management software (c) Weather forecasting app (dmart irrigation system

B. Fill in the blanks
1. 10T is the intersection of the

2. acts as a communication channel that transfers the information collected in the sensing
layer to other connected devices.

0T technology uses to store large amounts of data.
Devices and sensors are components of the

An Internet connection gives each device an
Applications of Internet of Things are

A Smart Home would enable the owner

© N g M w

implements and presents the rebaltdataprocessing layer to run variousapplications

of 10T devices.
9. User interfaces are of an loT system that is accessible to users.
10. acts as a middle layer between the devices and the cloud.

C. State true or False for the following

PSS Central Institute of Vocational Education, NCERT, Bhopal




Telecom Technician 0 loT Device/ Systems , Grade XI

1. A sensoris a device that runs software programs.

2. Smart grid technology is an example of an loT application in energy management.

3. RFIDis a part of loT.

4. The Internet of Things can help organizations improve the efficiency and productivity of
manufacturing processes and operations.

5. Once connected to the home gateway, smart devices can be controlled from a smartphone, tablet, or PC

6. Microcontrollers are usedto capture data from the physical world in loT devices.

7. Smoke Alarm is not an IoT device?

8. Arduino is not an application of [0T?

9. Cloud s the way in which an 10T device is associated with data.

10. The network layer acts as a communication channel that transfe the information collected in the
sensing layer toother connected devices.

D. Short Answer Type Questions

What is the Internet of Things (1oT)?

What is the main purpose of 10T?

What is a sensor in 10T?

What is a gateway in 10T?

What is a smart home irloT?

How is 10T used in daily life?

What are the fundamental components of |10T?
List the most used sensor types in I0T.

© © N o gk~ w DR

Which devices are used in 10T?

=
o

Which types of sensors can be used in agriculture?

Session 2. Controller Boards

Ramesh had lots ovonderful qualities like he is capable of doing several tasks in a very short time without
demanding anything. He is ready to work all day without any breaks. He never makes mistakes, neither
exhausted, and never wastes time on unnecessary things. Becao$déaving such qualities people like him
and respect him as a leader and depend on him to fulfil their requirements. Microprocessors and
microcontrollers are the leader in technology requirements nowadays. A Microprocessor is capable of doing
several million tasks round the clock without any break with 100% efficiency. It is used in various
applications of daily uses like in banking sectors, railways (IRCTCxcBmmerce (AMAZON), etc.

2.1 Microprocessor

Microprocessors are semiconductor singlehip devicesthat act as miniaturized computers but not as full
fledged computers. On a single chip, its CPU houses registers, an interrupts circuit, an arithmetic and logic
unit (ALU), a stack pointer, and a program counter. Typically, ROM and RAM, a memory decodar,
oscillator, and a number of serial and parallel ports must be added to create a complete microcomputer as
shown in Figure 2.1.
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Fig. 2.1: Microprocessor (a) Simple block diagram (b) Microprocessor chip
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2.2 Microcontroller

A microcontroller (or VLSI microcomputer) is a computing device integrated on a single chip. Unlike a
microprocessor, a microcontroller has a CPU with RAM, ROM, and other necessary peripherals, all
embedded ona single chip.

It is a kind of minicomputer in a circuit that allows any hardware to communicate effectively with other
devices. Microcontrollers are the heart of any loT device because they are small, require less power, and
perform the necessary functiors like any advanced microprocessor. In loT applications, the microcontroller

is cheap as most of the internal pins are user programmable and all components can be integrated on a
single board, which reduces the size of the entire computing unit.

All microcontrollers are designed to perform specific tasks. Microcontrollers can be oflfts, 8-bit, 64-bit,
or 128-bits configuration, depending on the functionality of the embedded system. The Figure 2.2(a) shows
the block diagram of the microcontroller and Figre 2.2(b) shows the microcontroller chip.

External Interrupt Counter Inputs

4K byte 128 byte
ROM RAM

Interrupt
Control

| CPU |
Bus Input/Output Ports I Bus I
| Oscillator I I Control I | (Address/Data) Control

PO P2 P1 P3
Microcontroller 8051 Architecture and Block Diagram

Fig.2.2: Microcontroller a) block diagram of microcontroller b) Microcontrolle r chip.
2.1.1 Types of Microcontroller

There are numerous types of microcontrollers available, each tailored to specific applications and industry.
Some of the widely used microcontrollers include:

8051 Microcontroller A popular and versatile microcontroller with a simple architecture, commonly
used inembedded systems and educational projects.

PIC Microcontroller Manufactured by Microchip Technology, PIC (Peripheral Interface Controllef
microcontrollers are widely used in industrial automation, automotive
applications, and consumer electronics.

Arduino Although not a specific microcontroller, the Arduino platform often uses
Microcontroller ATmega series microcontrollers. Arduino is popular for its ease of use
prototyping and educational projects.
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AVR Microcontroller Developed by Atmel (now a part of Microchip Technology), AVR
microcontrollers are known for their efficiency and are commonly used in
various applications, including robotics and IoT.

Raspberry Pi (System | Although not strictly a microcontroller, Raspberry Pi is a cedit-card-sized
on a Chip-SoC) computer that includes a microprocessor and various peripherals. It is used fg
a wide range of applications, including education and hobbyist projects.

ESP Microcontroller Popular in 10T applications, ESP microcontrollers, such as the EE86 and
ESP32, offer builtin Wi-Fi capabilities, making them suitable for connecteg
devices and projects.

STM32 Microcontroller | Produced by STMicroelectronics, STM32 microcontrollers are based on the AR
Cortex-M architecture. They find applications inindustrial control, automotive
systems, and consumer electronics.

MSP430 Developed by Texas Instruments, MSP430 microcontrollers are known for the

Microcontroller ultra-low power consumption and are commonly used in batternpperated
devices.

Zilog Z80 | An older but still relevant microcontroller, the Z80 is known for its role in early

Microcontroller home computers and embedded systems.

These are just a few examples, and the field of microcontrollers is vast and continually evolving. The choice
of a specific microcontroller depends on the requirements of the project, including factors such as
processing power, memory, peripherals, and power consumption.

2.1.2 Applications of Microcontroller

Microcontrollers are used in multiple industries ‘and appliations, including in the home and enterprise,
building automation, manufacturing, robotics, automotive, lighting, smart energy, industrial automation,
communications and internet of things (0T) deployments.

One very specific application of a microcontroller is its use as a digital signal processor. Frequently,
incoming analog signals come with a certain level of noise. Noise in this context means ambiguouses
that cannot be readily translated into standard digital values. A microcontroller can use its ADC and DAC to
convert the incoming noisy analog signal into an even outgoing digital signal.

The simplest microcontrollers facilitate the operation of eleatomechanical systems found in everyday
convenience items, such as ovens, refrigerators, toasters, mobile devices, video game systems, televisions
and lawn-watering systems. They are also common in office machines such as photocopiers, scanners, fax
machines and printers, as well as Smart meters, ATMs and security systems.

More sophisticated microcontrollers perform critical functions in aircraft, spacecraft, oceaigoing vessels,
vehicles, medical and lifesupport systems as well as in robots. In medical soarios, microcontrollers can
regulate the operations of an artificial heart, kidney or other organs. They can also be instrumental in the
functioning of prosthetic devices.

2.3 Comparison of microprocessor and microcontroller

The table 2.1 lists thalifference between a microprocessor and a microcontroller:

Table 2.1 Comparison of a microprocessor and a microcontroller

Comparison Microprocessor Microcontroller

Parameters

Functional Units ALU, registers, CU. ALU, register, CU, 10 port, RAM, ROM, Al
DAC, timer and counters.
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Data transfer instructions | It has large number of data] Comparatively a smaller number of such

transfer instructions. instructions.
Cost High Comparatively low.
Size of PCB Large Small in comparison to microprocessor.
Weight Bulky Less bulky
Processing speed 1 GHz 8 to 50 MHz
Uses Finds its use in general Uses in systems that are manufactured fo

purpose computing systems. | specific application.

Efficiency Less efficient More efficient

Power consumptions High Low in comparison to microcontroller
Reliability Less reliable More reliable

Example 8085, 8086 etc 8051, 8951 etc.

2.4 10T Development Boards

A development board is essentially a printed circuit board with circuitry and hardware for experimenting
with specific microcontrollers, microprocessors, or other complex integrated circuits (IC). Specifically, an
0T development board includes:

i A programming interface to program the microcontroller from a computer.

1 A power circuit used to provide stable DC poweto the microcontroller.

T Input components: buttons, switches, etc.

9 Output components such as LEDs.

9 Various I/O pins used for compatibility with sensors, motors, screens, and any other components.

0T development boards allow for tinkering and easy access tfO pins to build custom circuitry and easily
develop firmware.

2.5 10T Development Board Categories

There are three broad categories of 10T boardas shown in Figure 2.
1. Microcontroller -based Boards

2. Single board Computer (SBC)

3. System-on -Chip (SOC)board

Microcontroller Boards

Single board Computer

¢ System on Chipboards

Fig. 2.3 Board Categories
The most common loT development boards are Arduino, Node MCU ESP8266, Raspberry Pi.
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It is an ATmega328P microchigbased opensource microcontroller board produced by Arduino Uno, a tech
company. The board has arrays of digital and analog input/output pins that can be interfaced with different
boards for expansion and othecircuits.

2.6 Arduino Uno Board

Block Diagram of Arduino Uno Board

The major blocks in Arduino Uno consist of Processing Module, Programming Module, Power
Module, I/O Expansion Interface etc.

Programming module K Processing module \

USB host chip UART SRAM H—
FT232BL L s , Flash H—
ATMEGA168 :
1l | A Timer
conv. T/C
[ Power module ] \_ USART [EEPROM| TWI
l 4
-}
: v ~F ‘
I/0O expansion interface | Memory module ]

Processing Module

The Processing Module is ATmega328 microcontroller (MCU) usad Arduino UNO R3 as a main controller.
ATmega328 is from the AVR family and is an8it device. 8bit device can handle 8 parallel data signalsat a
time because its databus architecture and internal registers are of &it.

ATmega328 has three types of meary:

Flash Memory: 32KB nonvolatile memory. This is used for storing application, which explains why you
don't need to upload your application every time you unplug arduino from its power source.

SRAM Memory: 2KB volatile memory. This is used for storing ariables used by the application while it's
running.

EEPROM Memory. 1KB nonvolatile memory. This can be used to store data that must be available even
after the board is powered down and then powered up again.

UART Peripheral : A UART (Universal Asynchronasl Receiver/Transmitter) is a serial interface. The
ATmega328 has only one UART module.

The pins (RX, TX) of the UART are connected to a UWSBJART converter circuit. Serial communication is
carried out through two pins called Pin 0 (Rx) and Pin 1 (Tx).

SA Peripheral: Another serial interface is SPI (Serial Peripheral Interface). Besides using it as a serial
interface, it can also be used to program the MCU using a standalone programmer. One can reach the SPI's
pins from the header next to the MCU in ther8uino UNO board or from the digital header as below:

10<->SS

11<->MOSI

12<->MISO

13<->SCK

SPI communication takes place with the help of the SPI library.

Two Wire Interface: The 12C or TWI is an interface consisting of only two wires, serial data, and a serial
clock: SDA, SCL. TWI communication is accessed through Wire Library. A4 and A5 pins are used for this
purpose.
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A/D Converter: Analog signals take on any value within a range of values. ADC is an interface between the
sensor and microcontroller. It converts an analog signal into a digital signal and gives it to the
microcontroller. Arduino Uno has 6 Onboard ADC channels which cahe used to read analog signal in the
range 0-5V.

Power Module: This module helps in connecting the Arduino uno to the power source. The option
available are the USB or a DC Jack. It consists of a 5V regulator NCP1117ST50T3G and the Vin of this
regulator is connected via DC jack input through the M7 diode. The output of the 5V regulator is connected

to the rest of 5V net in the circuit and also to the input of the 2.3V regulator, LP29&3DBVR. You can
access 5V directly from the power header 5V pin.

I/0 Expansion Interface z This block provides digital inputs and outputs (digital I/0) on the Arduino. It
allows the connection of digital sensors, actuators, and other ICs to the Arduino Uno. This block helps in
doing some really useful things, such as readingwitch inputs, lighting indicators, and controlling relay
outputs. Digital signals have two distinct values: HIGH (1) or LOW (0). You use digital signals in situations
where the input or output will have one of those two values. For example, one way thgbu might use a
digital signal is to turn an LED on or off.

Programming Module: This module provide communication between Arduino Uno and the USB port of
the PC simply by connecting them with a USB cable. Programs (sketches) created on the PC can be mwritte
to the Arduino Uno, and the Arduino Uno can be controlled from the PC via serial communication. The
Arduino Uno can also be powered via USB instead of the power jack.

Arduino Uno consists of 6 analog inputs,14 Input/output pins, 16MHz quartz crystal, @set option, and an
ICSP header. Since this board fully supports the microcontroller, it can simply be connected to a device with
a USB cable or power to start with an A@-DC converter or battery.

Arduino Uno board can be programmed to perform specificuhctions. It can be programmedusing the
Arduino Integrated development environment (IDE) which is open sourceThis allows the user to design
and program electionics and IoT systemsAn Arduino board can be connected to other boards and circuits
using its input/output (1/0O) pins. This open -source board's communication interfaces are comparable to
USB, which enables computer program loadinghe Figure 2.4 showsn Arduino Uno board

TX and RX LED's

Reset
Button AREF Digital I/O pins

Power LED
Indicator

ICSP pin

uUsB

Crystal Oscillator

Voltage Regulator )
ATmega328

Microcontroller
Power Button

33V Analog pins
Vin
sv

GND
Fig.2.4: Arduino Uno Board
2.6.1 Pin Configuration of an Arduino Uno Board

The Arduino microcontroller has several pins which are used for different functionsThe pin layout of an
Arduino board is displayed in the Figure 2.5.
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16 MHz crystal

Osclllator .
Voltage ATmegal6U2 microcontroller

Regulator

IC/USB controller

-BP
- USE- B Port

Barrel Jack

8

Reset Button

1CSP (In-Circuit Serial Programming)

12C (SCL - Seral clock)
12C (SDA - Serial Data)

&

LED (Pin-13)

SCK (Serial Clock)
MISO (Master IN, Slave Out)
MOSI (Master-Qut, Slave IN)
SS (Slave Select)

Not connected

/O reference Voltage ...
RESET

3.3V output

5V output

Ground

Ground

Input Voltage(Vin)

=

Analog pin 0
Analog pin 1
Analog pin 2
Analog pin 3
(12C) SDA
(12C) scL

Interrupt 1
Interrupt 2
TOX
RXD

- ———
«

ATVAX NI 30YW — 3O ONINOHY'AAR W30

ATmega32d
Microcontroller IC

Reset
SCK
MISO

1cse for

ATmega32s s

Fig.2.5: Pin configuration of an Arduino Uno board

The functions of important pins are as follovs:

W
W

£z

USBz4EA AT i DbOOAOCSO 53" AT TTAAOTI O AAT AA AT1T1TAAOGAA
Voltage Regulator z A voltage regulator controls the voltage supplied to the Arduino board. It regulates
the DC voltage supplied to the processor or otheloeponents.

Crystal Oscillator z This is an electronic oscillator that creates electric voltage signals by utilizing the

mechanical resonance produced by the vibration of piezoelectric quartz crystals. The crystal oscillator is
used to keep track of time ad frequency for the Arduino board. The crystal oscillator normally has a

frequency of 16 MHz.

Reset z Arduino reset is required to reset the values of the Arduino board to their inherent values. This

is useful when coding a new program function. Although Aluino comes with its own reset button, the
user can also have an external Arduino reset button, so that it can be reset externally. An Arduino board
can be reset to its factory settings. The UNO board can be reset by two methods. By using the reset
button on the board or connecting the external reset button to the Arduino pin labelled RESET.

Power Button z Arduino can be powered from the Barrel Jack or USB connector.

GNDPinZ4 EEO EO OEA O' Ol O1T A PET 6 xEEAE EO OOAA O cOI

2.3VPin z Supply 2.3 output volt.
5V Pin z Supply 5 output volt.
Vin Z This pin can be used to power the Arduino board from an external power source.

Analog Pins z The Arduino UNO board has six analogput pins - A0, Al, A2, A3, A4 and A5. Analog
sensors like temperature sensor or humidity sensor read signals from these pins by converting it into a
digital value which acts as an input for the microprocessor.

Microcontroller (Atmega 328 microcontroller): The main microcontroller on the Arduino Uno board is
used to perform all the complex functions of an 10T device.
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W ICSP Pinz ICSP isan AVRtiny programming header for the Arduino. It is also known as Serial Peripheral
Interface (SPI), which is a kind b"expansion" of the output, and the output device is a slave to the
master of the SPI bus.

W Power LED Indicator z The power LED indicator denotes the power supply in the microcontroller
device.Power LED indicator lights up when the Arduino is connected ta power source. If the light is not
turned on then there is some kind of fault with the connectionPower LED indicators use various modes
to indicate the status which are as follows:

9 Slow flashing green z On aircraft mode using low power

9 Flashing green z Using battery power with good battery power

9 Fast flashing amber z Using a battery with low power

1 Rapid flashing red z Power on with very low power using battery
1 No LEDz Power off or battery empty

W Tx and Rx LEDsz On the Arduino Uno board, there are twéabels, TX (transmit) and RX (receive), which
are placed separatelyThe orange/yellow colored TX and RX pins are used for USB connection. They
indicate the data transmission flow in a circuit. TX LED represents the flow of data from the Arduino to
the computer, while RX LED shows the data transmission from the computer to the microcontroller.
Figure 2.6 shows these two LEDs.

Fig.2.6: Tx and Rx LEDs on Arduino board

W Digital /0 z Arduino UNO board comes with 14 digital I/O pins, out of which 6 are usedr Pulse Width
Modulation (PWM) output. These pins can be coded as input digital pins to read logic values (0 or 1) or
AO AEGCEOAI 1 00ODPOO PETO mI O ATTTAAOET C , %$Oh OAI Al
generate PWM.

W Analog Reference (AREF) 7z AREF feeds the reference voltage from external power supply in the
Arduino. The voltage supplied from a voltage regulator IC of a maximum of 2.3V is directed to the AREF

pin.

Practical Activity 2.1. To identify the parts of an Arduino board in the given igure 2.7.

Fig.2.7: Arduino board
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Material Required: Arduino Board, jumper wires
Procedure:
Step 1. Study the pin diagram of Arduino board given in Figure 2.8.

16 MHz crystal

Osclllator s
Voltage ATmegal6U2 microcontroller

Regulator IC/USB controller

712V USE- B Port

Barrel Jack

Reset Button

1CSP (In-Circuit Serial Programming)
12C (SCL - Seral clock)
12C (SDA - Senal Data)
LED (Pin-13)
SCK (Serial Clock)
MISO (Master IN, Slave Out)
MOSI (Master-Out, Slave IN)

Not connected

/O reference Voltage e
RESET

3.3V output

y . s
a0 GRS ay .

oot

;?" (
ONINAGYY ;remx

=
5V output [} S5 {Slave Select)

Ground -l g

Ground A =

Input Voltage(Vin) ]
o

Analog pin 0 (=
Analog pin 1 3

Analog pin 2

Analog pin 3
(12C) SDA
(12c) scL

Interrupt1
Interrupt 2
TOX
RXD

1

ATVAT NI 30YH — 33'ONINGHY'NAR W38

ATmega328
Microcontroller IC

Reset
SCK
MISO

1cse for
ATmega32s

Fig.2.8: Pin diagram of Arduino board
Step 1. Label the pin numbers given in the practicaktivity as shown in Figure 2.9.

TX and RX LED's
Reset

Button AREF Digital 1/O pins

nnnnnnnnn

Power LED
Indicator

ICSP pin

usB

Crystal Oscillator
Voltage Regulator
ATmega328

Microcontroller
Power Button

33v Analog pins
Vin

5V
GND

Fig.2.9: Labelled diagram of Arduino board

2.7 Node MCU ESP8266 loTenabled Board

Node MCU is an opesource platform based on ESP8266 created by Expressive Systems which can connect
objects and let data transfer using the WFi protocol. A Wi-Fi module called ESP8266 enables
microcontrollers to join a network and create basic WiFi applications. It has several generapurpose
input/output (GPIO) pins that are useful for interacting with external sensors and devices. It is used to
enable the internet connection to various applications of embedded systenighe general features of this
board are as follows:

I Easytouse

1 Programmability with Arduino IDE or other programming languages such as Python, Micro python etc.

1 Available as an access point or station.
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9 practicable in Eventdriven API applications.
1 Having an internal antenna.

The Node MCLESP8266 IoTenabled Boardis shown in Figure 2.10.

ESP8266-12E 3.3V Voltage Regulator IC

Flash Button

Micro USB
Connector

Reset Button

USB to TTL
Converter IC

Fig.2.10: Node MCU ESP8266 loTenabled Board
2.7.1 Node MCU Development Board Pinout Configuration
The pin configuration of Node MCUESP8266is shown in Figure 2.11.

A0 (OO S GPIO 16
Reserved [ gg BN GPIO 5
Reserved [+l GPIO 4
GPIO 10 X = GPIO O

GPIO 9 SR GPIO 2
Shi @ 24 3.3V
CMD x 2 GND
sDo (@ I GPIO 14
CLK & GPIO 12
GND (& GPIO 13
3.3V e 40N GPI0 15

EN & & GPI0 3

RST & o GPIO 1

GND & GND
Vin i§ 3.3V

Fig.2.11: Node MCUESP8266 PinDiagram
The functions of important pins are discussed in table 2.1.
Table 2.2Node MCU Development Board Pin Configuration

Pin Name Description
Category
Power Micro-USB, 2.3V, GNI Micro-USB:Node MCU can be powered through the USB po
Vin 2.3V: Regulated 2.3V can be supplied to this pin to power th
board

GND:Ground pins
Vin: External Power Supply

Control Pins | EN, RST The pin and the button reset the microcontroller

Analog Pin A0 Used to measure analog voltage in the range of203V

GPIOPins GPIO1 to GPIO16 Node MCU has 16 general purpose inpuutput pins on its
board

SPI Pins SD1, CMD, SDO, CLK | Node MCU has four pins available for SPI communication.
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UART Pins | TXDO, RXDO0O, TXDZ Node MCU has two UART interfaces, UARTO (RXDO & TX
RXD2 and UART1 (RXD1 & TXD1). UART1 is used to upload 1
firmware/program.

12C Pins Node MCU has 12C functionality support but due to th
internal functionality of these pins, you have to find which pin
is 12C.

Practical Activity 2.1. To demonstrate theLED Blinking with NodeMCU.
Materials Needed: NodeMCU board, Breadboard, LED (any color), Resistor (220 ohms), Jumper wires|
Procedure:

Step 1.Insert the NodeMCUnto the breadboard. Then, insert the LED into the breadboard, ensuring th
longer leg (anode) is connected to a digital pin on the NodeMCU through a resistor (to limit current flow
and the shorter leg (cathode) is connected to the ground (GND) pin.

Step 1. Use jumper wires to connect the components as follows:
Step 2.Connect the anode of the LED to a digital pin (e.g., D1) on the NodeMCU.
Step 4.Connect the cathode of the LED to the ground (GND) pin on the NodeMCU.

Step 5. Optionally, use a resistor letween the LED anode and the digital pin to limit current flow anc
protect the LED.

NodeMCU
V1.0

Fig.2.12: Connection of Node MCU
Step 6.Double-check all connections to ensure they are secure and correctly made.
Step 7.Power Up the NodeMCU: Connect the NodeMCU tpaaver source (e.g., USB port) to power it up
Step 8. Select the board on Arduino IDE.
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@2 Blink_on_board LED | Arduino 1.8.2 = () >
File Edi SketchhTools | Help

Auto Format Ctrl+T
Archive Sketch

Fix Encoding & Reload

Blink_on_hoar

y

#define LED Serial Monitor Ctrl+Shift+M
void setup() { Serial Plotter Ctrl+Shift+L
pinMode (LED, OUT]|
} WiFi101 Firmware Updater
void loop() { |
di gitalWrite (LED Board: "NodeMCU 0.9 (ESP-12 Module)™ > ;
delax(1000) ; CPU Frequency: "80 MHz" > |
digital¥%rite(LED Flash Size: "4M (3M SPIFFS)” > |
delaw(1000); Upload Speed: "115200" >
i Port > |
Get Board Info
Programmer: "AVRISP mkIl” > |
Burn Bootloader

Sketch us 21% sto e. Maximum 1s 1044464 b
Global wvs 6 by »f dymns rv, leaving 50344 bytes

NodeMCU D.9 (ESP-12 Module), 80 MH=z, 115200, 4M (3M SPIFFS) on COMSa

Step 9. Upload below code to Arduino IDE.

#define LED D1 // Led in NodeMCU at pin GPIO16 (D@).

void setup() {

pinMode(LED, OUTPUT); // set the digital pin as output.

I}

void loop() {

digitalWrite(LED, HIGH);// turn the LED off.(MNote that LOW is the voltage lewel but actually
fifthe LED iz on; this is because it is acive low on the ESPE266.

delay(1laaa); // wait for 1 second.
digitalWrite(LED, LOW); // turn the LED on.
delay(1eea); /! wait for 1 second.
T

Step 10. Observe LED Behaviour: Once powered, the LED should start blinking if everything is connec
correctly. If it doesn't blink, double-check the connections and troubleshoot any issues.

2.8 Raspberry Pi

Raspberry Pi is a series of loveost, creditcard-sized singleboard computers that can be used for a variety
of purposes, such as learning to progm, running basic computer applications, and building DIY projects.
The Raspberry Pi was first introduced in 2012 by the Raspberry Pi Foundation, a ksed charity that
aims to promote computer science education and the use of technology for social good.

The Raspberry Pi is designed to be an affordable and accessible platform for learning and experimentation.
It is equipped with a processor, memory, USB ports, HDMI port, and other components that are found in
traditional computers. It can be used as a stalalone computer, or as a component in a larger project, such
as a home automation system, a media center, or a gaming console.

The Raspberry Pi runs on Linuwbased operating systems, such as Raspbian, which is specifically designed
for the Raspberry Pi. Itcan also run other operating systems like Ubuntu, Windows 10 loT Core, and others.
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One of the key features of the Raspberry Pi is its versatility. It can be used in a wide range of applications,
from basic programming projects to complex industrial contrd systems. It has become a popular platform
for makers, hobbyists, educators, and researchers.

Raspberry Pi includesa series of small singleboard computers that run on the Raspbian operatingystem
created for Raspberry Pi.

It is a compact singleboard computer created by the Raspberry Pi Foundation to support computer literacy
initiatives in underdeveloped nations. A Raspberry Pi's processor has evolved from the Broadcom BCM2835
SoC to themost recent generation Broadcom BCM28 SoC, which has a 1.2 GHz ®4 quad-core ARM
Cortex-A53 processor. RAM can be anywhere from 256 MB to 1 GiBcomprises a power unit, 4 USB ports,

and an extendable boardA USB keyboard and mouse make operatingédhsingleboard computer simple.

The Raspbian operating system, which is based on Debian, works best with the Raspberry Pi, but it can also
be used with Windows 10 loT Core, Snappy Ubuntu Core, and Ubuntu MATE. A Raspberry Pi can be seen in
the Figure 212.

GPIO Pinout Diagram

=f ®f o o 0 : ’.j ; o © g S
;;§§L-2§f§§§§§§:933;~‘§9§§ g
§ 8 &: &: & & o & af & H & & a
zm ak o o o- ©. © o o o o o 2x o o o ) o o
CJOL-X-X-101-X-10]-/ B-19L100.0}
000000000086 s QEEEEO :
Ri X g d g 5 § § & & 532 808 8 ¢ & § g
8§ 81 8 s & & §: 8 &: ~a $ 3 § § §
4 Squarely Placed 40 GPIO SMSC LANS514 USB
Mounting Holes Headers Ethernet Controller

Run Header Used
to Reset the PI

2x2 USB-A
Ports to PC

Broadcom BCM2835

MicroSD Card Slot
(Underneath)

DSI Display Connector

Switching Regulator for :
Less Power Consumption 5 : - 3. e Ethernet Out Port

3.5mm Audio and

5V Micro USB HDMI Out Port Composite Output Jack

Power
CSI Camera
Connector

Fig. 2.13: Raspberry Pi Board
2.8.1 Pin Configuration of Raspberry Pi Board

An opensource board that was initially developed for the Linux operating system serves as Raspberry Pi's
main chip (a Systemon-a-chip application). The CPU, graphics, memorgnd USB controller are all onboard
components that are controlled by this. The Raspberry Pi version has the following features:

1 Broadcom BCM2837B0, Cortexd53 (ARMv8) 64bit SoC @ 1.4GHz

1 1GB LPDDR2 SDRAM

1 1.4GHz and 5GHz IEEE 801.11.b/g/n/ac wireless LANIUgtooth 4.2, BLE
9 Gigabit Ethernet over USB 1.0 (maximum throughput 300 Mbps)
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Extended 40Gpin GPIO header

Full-size HDMI®

4 USB 1.0 ports

CSI camera port for connecting a Raspberry Pi camera

DSl display port for connecting a Raspberry Pi touchscreen displa
4-pole stereo output and composite video port

Micro SD port for loading your operating system and storing data
5V/1.5A DC power input

Power-over-Ethernet (PoE) support (requires separate POE HAT)

=4 =4 4 -4 -4 -5 -5 -4 -

0 Lower power consumption
0 Better audio output

Practical Activity 2.2. Setting Up a Simple Raspberry Pi LED Circuit
Materials Needed:

Raspberry Pi board (any model), Breadboard, LED (any color), Resistor (220 ohms), Jumper wires, M
USB power supply for Raspberry Pi, HDMI cable and monitor

Procedure :

Step 1.Insert the Raspberry Pi board into the breadboard.

Step 1.Connect the LED: Insert the LED into the breadboard, ensuring the longer leg (anode) is conne
to a GPIO pin on the Raspberry Pi through a resistor, and the shorter leg (cathode) ismmected to a ground
(GND) pin.

Step 2.Connect the anode of the LED to a GPIO pin (e.g., GPIO17) on the Raspberry Pi.
Step 4.Connect the cathode of the LED to a ground (GND) pin on the Raspberry Pi.

Step 5. Connect a resistor between the LED anode and ti&PI1O pin to limit current flow and protect the
LED.

Step 6.Connect the micro USB power supply to the Raspberry Pi to power it up.

Step 7.the LED should light up if everything is connected correctly. If it doesn't light up, doubleheck the
connections and troubleshoot any issues. The connections are shown in Figure 2.14.

Fig.2.14: Raspberry Pi board connection with the breadboard

2.9 Comparison of various parameters of different controller boards
The table 2.3 shows a comparison between differeypes of controller boards used in I0T:
Table 2.3 Comparison of various parameters of Controller boards
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Controller Boards Arduino Raspberry Pi ESP 8266
CPU ATmega328P ARM1186 ESP 8266
GPU None Broadcom VideoCore IV None
External Storage MicroSD(AR9331) SD card --
Networking By default, none Ethernet, Wifi, Bluetooth Wi-fiwi
Ethernet, Wifi, Bluetooth with
shields
Core Single Core Dual Core Single Core
Architecture 8 bit RISC 64 bit ARM v8 32 bit LX106
Clock Speed 16 MHz Up to 1.4GHz Up to 160 MHz
Operating Voltage 5V 2.3V 2.3V
GPIO Voltage 5V 2.3V 2.3V
Digital Pins 14 26 16
PWM Pins 6 16 16
Analog Pins 6 3 1
Wi-fi NO YES YES
Bluetooth NO YES NO
Built-in Sensor NO Temperature Sensor NO
Programming Arduino IDE, C/C++ Micro python, C/C++ Arduino IDE,
Language C/C++, Micro
python, Javal
Script
On board | D13 pin GP 25 Pin DO Pin
Programming LED
RAM 264KB 1GB 128KB
EEPROM 1KB NO 520KB
Applications Best for beginners and pro ag Best for machine learning | Best for internet
there are many modules and of things
library.

2.10 Programming a Controller Board

In order for the PCB sensors to work according to the desired function, they are programmed with different

coding languages by the board developers. Different boards are supported and coded in various languages.

There are various languages in which a pragm can be written for controller boards. The language can be

C, C++, Python, etGhe code is written on the related editor that comes with the board.

For example, Arduino programming can be done on Arduino IDE in the form of Arduino sketch. The code is

I PATAA ET OEA AAEOI O AT A OEA O5Pi T AA6 EO Al EAEAAS

i AOOACA Os5pi i AAET C #11 Pl AGAs AO OEA AT 0011 1T &£ OEA (
lines with the error along with the line number.
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2.11 Connectivity Options for controller boards

Smart gadgets are now widely used. The connection may be wired (such as Ethernet, phone, or power line)
or wireless (such as RF transmission, spread spectrum, cellular, Wi, or Bluetooth). Home connectivity is
provided by wired connections, which can etier be phone lines or power lines and use shottange RF as
the transmission medium. Therefore, controllers may need to send and receive messages while interacting
with the hardware. There are various connectivity options for a microcontroller. The most aomonly used

are as follows

2.11.1 Embedded Wi-Fi z Wi-Fi modules in controller boards have embedded WLAN modules that support
IEEE 801.11 b/g/n WiFi standards. They make it simple for users to enable VFi connectivity- on
embedded devices. These \WRi modules, like the embedded WLAN stack, TCP/IP (Network) stack, and
small-sized security supplicants, are plugand-play gadgets. It is a sel€ontained solution actuated by a
simple, 8/16/32 bit, low -cost, lowpower MCU for WiFi modules. Such microcontrollesbased Wireless
LAN modules, that is, Wi modules and subsystems mean high Wi throughputs.

2.11.2 Bluetooth z Some controller boards use Bluetooth connections. These selfntained modules are

low-power and used mainly for wearables or I0T devices thianeed Bluetooth Low Energy IP Stack or radio
frequency (RF) experience. This ensures ultrlow-power connections with extended battery life by 2 to 4

times compared to existing modules. The Bluetooth connectivity is used for the following applications:

0 Battery-powered sensor devices
Wearables

Smart appliances

Health and fitness trackers
Home automation devices
Consumer electronics

O O O O O o

Retail beacons
0 Asset tracking devices

2.11.3 Low Power Wide Area Network z The technology for setting up low power WANs aréong-range
Wireless (LoRa). LoRa uses modulation of digital spread spectrum and proprietary protocol in the s@Hz

RF band range. This makes low power consuming losignge high network capacity possible for more than
prt I E1T AO8 &1 O 11 x séntl clodddlystens nedil @ belipladex A U

SIGFOX uses an Ultra Narrow Band (UNB) based radio technology for connecting devices to its global
network. It ensures a scalable, higltapacity network with low energy consumption. All this is done while
maintaining an easyto-implement star-based cell infrastructure.

2.11.4 Embedded Wireless z This can be divided into two bands as follows:

RF Remotes-Unlicensed SubGHz radio frequency bands Industrial, Scientific, and Medical (ISM) are used
for short-range, lowdata-rate, and low-power wireless applications.

Sub-Ghz 7 Licensefree ISM frequency bands running at 1.4 GHz, 868 to 928 MHz, 433 MHz, and 315 MHz
are used mainly for RF devices. They have compatibility for both unidirectional or bidirectional data
communication. Such bands are used for target proprietary and standafohsed wireless applications like
smart metering, alarm systems, home automation, and the ewpopular IoT applications. For example,
sensors in garage doors or radieontrolled outlets work with 433 MHz radio signals. In radiecontrolled
outlets, the radio sockets can be switched individually by reading the codes of the remote control with a
receiver.

2.11.5 ZigBee (801.15.4) z ZigBee and IEEE 801.15.4 are standardized protocols essential for wireless

sensor network applications. While 801.15.4 establishes the physical and MAC layers, ZigBee focuses on the
network and application layers. Sensor network design necessitates proload battery life, affordability,
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compact size, and mesh networking capabilities. These requirements enable seamless communication
among numerous devices within an interoperable, multapplication environment.

2.12 Optimization of the Controller Boards

Techrological advancement has permitted the facility of getting a high CPU performance with low
consumption of power within a smalltscale unit. This is beneficial for various systems such as Wireless
Sensor Networks (WSN). It is essential that a microcontrollagets optimum power. After the framework has
been installed on a microcontroller, the technician is required to perform certain steps for optimizing the
power consumption in the microcontroller chip. These steps are as follows:

1. Optimise the Pullup Resista z The resistor value should be optimized to its greatest possible value
after the current value testing needed for signal transmission has been done. Power pufi of resistors
can be done by utilizing spare 1/O pins.

2. Back up the Powering Deviceg Buffers can be utilized to divide power domains for controlling the
output quantity of the signal to the attached devices.

3. Decrease the Needed Voltage The microcontroller board design should be such that the least voltage
is needed for transmitting the signas; the lesser the voltage, the less the consumption of power.

4. Alter the Clock Frequencyz Power consumption rises according to the clock frequency. If the clock
frequency is decreased, the power consumption of the microcontroller will only be for operatiotimes.

5. Choose the Right Oscillatorg The time required for a capacitor to be charged or discharged can be
reduced by selecting a lower capacitance and consequently the power consumption can also be
decreased.

6. Voltage Drop and the Diode LeakageCheck the diodes for voltage drop or reverse leakage current as
these causes significant power loss in the microcontrolledin a 1.4 GHz receiver/transmitter, the
commands are sent with a signal/data package. A Raspberry Pi or an Arduino board can be equipped
with a 1.4 GHz receiver / transmitter to receive commands from a base station and send back data.

2.13 Connecting IP-Enabled and Non-IP Enabled Devices

The 10T devices can be connected using-Ehabled and NorlP Enabled services. This is described as
followin g:

2.12.1 Non-IP Enabled Devices

In 10T, the smart things are primarily connected via nofiP enabled services such as Z wave, ZigBee or
Bluetooth. The steps for connecting the no#P-enabled devices are as follows:

1. The control settings page of the ZigBeeedice gives access to the control panel which allows control of
the devices.

The control panel should be accessed in addition to a new device.

Devices that are available for the required connections should be checked.

It should be ensured that the othedevice can be discovered and is ready for connection.
When the screen displays the other device, it should be selected for connection.

The indication that the device is paired confirms that the connection has been established.

No oo~ w DN

Sometimes, a password isequired for pairing. If this is so, enter identical passwords on both of the
devices.

A sensor hub is used to process the data from individual sensors and produce agady data in order to
connect the nonlP sensors. A compact, loywower microcontroller serves as this hub's implementation.
The sensors could be cpackaged MEMS sensors, discrete devices, or fully integrated sensor devices. On
board sensors, for instance, might combine accelerometer, gyroscope, and magnetometer components with
a microcontroller that processes the sensor data and makes the fused data, such as rotation vector, linear
acceleration, or gravity, available.
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2.12.2 IP Enabled Devices

An IP address is needed for connecting IP enabled devices via the Internet. The steps in connect@wices
through IP are as follows:

The control panel should be accessed from one device.

The network and the sharing option should be opened.

The LAN, and WAN connection across which the device has to be connected should be selected.

Then, the properties window should be opened and the IPv4 option should be selected.

O50A OEA A 111 xEITC )o AAAOAOOGGe OEI O1 A AA OAI AAGAA
The IP address 191.168.12 XXX should be entered; XXX can have any value less than 254.

The subnet mask should be SET to default 255.25%5.0.

The settings should then be saved by selecting OK.

. It should be ensured that the other device is discoverable and linked to the LAN or WAN.

10. It should be ensured that the IP settings of the first device is set close to that of the other device.

IP enabled devices refer to those devices that are designed for ndB-based communications but have been
upgraded to provide IRbased communications with a single device. For example, the devices that can be
connected through WiFi and Ethernet have IP enabtémicrocontroller boards integrated in them.

© © N o gk~ w P

Summary

1 Inthis chapter, the distinction between a microprocessor, which is a generglurpose processor, and
a microcontroller, which is specialized for specific tasks or device control is given.

1 The introduction of various 10T development boards are given here, with popular boards including
Arduino, Raspberry Pi, and ESP8266.

1 The primary difference between Arduino and Raspberry Pi lies in their architecture. Arduino is a
microcontroller board, while Raspberry Piis a microprocessorbased single board computer (SBC).

1 Additionally, an overview of the Node MCU ESP8266 board is also provided here, which isFVi
enabled and known for its versatile applications.

CHECK YOUR PROGRESS

A. Multiple Choice Questions

1.  Which of the following is true about a microprocessor? (a) It has bu#in memory and I/O ports. (b) It
is a standalone computing device (c) It requires external memory and I/O devices (d) It is primarily
used in embedded systems

2. What is the function of tre Arithmetic Logic Unit (ALU) in a microprocessor? (a) Performs arithmetic
and logic operations (b) Manages memory and 1/0O operations (c) Executes control instructions (d)
Converts analog signals to digital signals

3. How does a microcontroller differ from amicroprocessor? (a) A microcontroller is a standalone device,
while a microprocessor needs external components (b) A microcontroller integrates memory, 1/O
ports, and a CPU on a single chip (c) A microcontroller is used in higerformance computing, whilea
microprocessor is used in lowpower applications (d) A microcontroller has a higher clock speed than
a microprocessor

4.  What is the significance of embedded memory in a microcontroller? (a) It allows the microcontroller to
store large amounts of data (b)lt stores the firmware and data required for the microcontroller's
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operation (c) It provides additional processing power to the microcontroller (d) It enables the
microcontroller to connect to external devices

5.  Which component of an Arduino board is resporible for controlling input and output operations? (a)
Microcontroller (b) Voltage Regulator (c) Crystal Oscillator (d) USB Connector

6. In the pin diagram of an Arduino board, which pin is typically used for connecting external power? (a)
VIN (b) GND (c) A0Oq) RX

7.  What is the primary purpose of a Raspberry Pi board? (a) Microcontroller programming (b) Network
routing and switching (c) Generalpurpose computing and coding projects (d) Graphic design and
video editing

How many digital pins are available on atandard Arduino Uno board? (a) 6 (b) 8 (c) 12 (d) 14

Which of the following is primarily designed to perform arithmetic and logic operations on data in a
computer system? (a) Microcontroller (b) Microprocessor (c) Memory module (d) Input device

10. What is the main function of a microcontroller? (a) Process instructions-and data (b) Store large
amounts of data (c) Display graphics on a screen (d) Provide internet connectivity

Fill in the Blanks
operating systems are commonly used with Ragber

B.
1
2. Microprocessor is a circuit that functions as of the computer.
3. A Raspberry Pi Model typically has ___ USB ports.
4. Raspberry Piis a type of

5. loT development boards are of types.

6

is an egmmce electronics platform based on easyto-use hardware and software in
embedded systems.

7. The programming language commonly used with Arduino boards is

8. A microcontroller board has a number of that can be used for various control functions.
9. The Raspberry Pirus on Linuxbased operating systems, suchas

10. A controls the voltage supplied to the Arduino board.

C. State true or False for the following
1. Microcontrollers have built-in memory and peripherals, making them suitable for embedded systes.
2. Microcontrollers are generally more powerful than microprocessors.

3. The peripheral interface in a microcontroller is responsible for connecting to external devices and
Sensors.

4. The "GND" (Ground) pin on an Arduino board serves as a common referenadtage for connecting
components.

5. Arduino board is a microprocessor-based board.

6. The HDMI port on a Raspberry Pi is primarily used for connecting external sensors.

7. Microcontrollers are designed for specific tasks include buidin memory and peripherals.

8. Microprocessors are primarily used in embedded systems and loT devices.

9. The microcontroller requires less hardware devices.

10. Analog pins on an Arduino board can only read analog sensor values and cannot generate PWM signals.
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D. Short Answer Type Questions
1. Define a microprocessor and provide an example of its application.

2. What distinguishes a microcontroller from a microprocessor? Give an example of an application where
microcontrollers are commonly used.

Whatis an Arduinoboard?

Name two common programminganguages used with Arduino boards.

What is Raspberry Pi, and what are its main applications?

What are some benefits of using microcontrollers and microprocessors in embedded systems?
What are some common operating systems compatible with Raspberry Pi?

Name three components commonly found on a microcontroller board.

© © N o 0~ w

Explain the role of input/output pins in microcontroller programming.
10. What are the connectivity ports in the microcontroller?

Session 3. Functions of Sensors and Actuators in 10T

Rahul andlIgbal found sensors and actuators all around them in a town. Due to a light sensor, they
witnessed a lamppost lighting up at dusk. A crosswalk button changed the direction of the traffic lights.
Motion sensors activated doors in a shopping mall, temperate sensors managed the air conditioning, and
humidity sensors directed misters in a store. Bus doors were opened by pressure sensors, and a digital
piano's music was improved by touch sensors. They became interested in the world of sensors and
actuators ater realizing how these technologies had subtly improved their lives.

3.1 Sensors

A sensor is a device designed to identify and react to specific inputs from the surrounding physical
environment. These inputs may include light, heat, motion, moisture, pssure, or various other
environmental phenomena. Typically, the sensor produces an output, often in the form of a signal, which
can either be converted into a humafreadable display at the sensor's location or transmitted electronically
over a network for reading or subsequent processing. It is depicted in Figure 3.1.

Change in its S
surrounding or » ensor » Electrical Output
environment i.e.

Physical Quantity

Fig.3.1: Block Diagram of Sensor

Generally, sensors are used in the architecture of IOT devices. Sensues used for sensing physical
parameters, things, and devices. In order to detect theresence of a specific physical quantity, the sensor
acquires a physical parameter and transforms it into a signal that can be processed (e.g., electrically,
mechanically, or optically). The sensor's output is a signal that can be read by humans, suclelanges in
characteristics, resistance, capacitance, impedance, etc.

1  The Internet of Things (IoT) technology, along with the sensors, are integrated using microcontrollers
to produce a more accurate and reliable display of data than can be obtained usingividual sensors.
Sensors enable intelligent devices to have a much greater range than humans.
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the sensor is to either collect data from its surroudings or to send out data to its surroundings
(actuators).

1 These have to be active which means that they should be able to collect r8ale data. These can either
work on their own (autonomous) or can be made to work by the user depending on their needsger-
controlled).

1 For example- Door sensors are used to sense the door opening or closing.

3.1.1 Working of Sensors in 0T

Sensors are incorporated into I0T devices. These sensors have the ability to sense their environment. The
information is kept on the devices as data in some format. Appliances like cell phones, coffee makers,
microwaves, geysers, air conditioners, fire alarms, cars, and so forth are examples of these devices.

The embedded sensors in these devices continuously release information abdbeir environment and
operational details. All of the data collected by these devices can be processed and sent to the cloud via an
0T gateway, access point, or hub using various communication techniques. It is illustrated in Figure 3.1.

IoT SENSOR

Sensors (thermal,
sound, location, etc.)

Microprocessor

communications loT gill'-'-‘w-lay-
capabilities (RFID, 2008SS DO nt
Bluetooth, MOQTT, etc.) L

Could also include:
transducers, transceivers,
power source and more

Fig. 3.2: Working of 10T sensor
3.2 Sensor Classification

Sensors are categorized based on the physical quantities they measure, such as temperature, pressure, light,
and motion. They can also be classified by their transduction mechanisms or operating principle, including
resistive, capacitive, inductive, optich and piezoelectric sensors.

Furthermore, sensors find application in diverse fields like industry, automotive, medicine, environment,
and consumer electronics, highlighting their versatility in meeting specific measurement and detection
needs across vapus domains. They can be also classified based upon the power requirements, output
signal, etc. as shown in Figure 3.3.

CLASSIFICATION OF SENSORS

According to According to According to According to
power or various principal of output signal

energy supply measurement operation

requirements objective

of the sensor
Fig. 3.3: Classification of sensors
3.1.1 According to power or energy supply requirements of the sensor

Passive & Active
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PassiveSersors cannot independently sense the input. ExAccelerometer, soil moisture, water level and
temperature sensors.

Active Sensor carindependently sense the input. ExampleRadar, sounder and laser altimeter sensors.
3.1.2 According to output signal
Analog & Digital

Sensors that produce an analog output signal that is a continuous function with respect to time input are
called analog sensors. The signals generated by these sensors are measured proportionally. There are
various analog sensors. Acceleroeters, pressure sensors, light sensors, sound sensors and temperature
sensors are some of the examples of analog sensors.

Sensors in which data conversion and transmission is done digitally are called digital sensors. A digital
sensor mainly consists of iree parts: the sensor, cable and transmitter. The measured signal is internally
converted to a digital signal by the digital sensor itself. Cable transmits this digital information digitally.
They are different types of digital sensors. A digital accelemgeter and a digital temperature sensor are
examples of digital sensors.

3.1.3 According to various measurement objective

Scalar & vector

Scalar sensor detects the input parameter only based on its magnitude. The response of the sensor is a
function of the magnitude of some input parameter and it is not affected by the direction of input
parameters. Examplez temperature, gas, strain, color and smoke sensor

In the working of vector sensor, the response of the sensor depends on the magnitude of the direstemd
orientation of the input parameter. Examplez Accelerometer, gyroscope, magnetic field and motion detector
Sensors.

3.3 Different Types of Sensors used in loT
There are various types of sensors available according to the application and requiremerg ahown in

Figure 3.3.
ﬁ' N & B LS |

Alcohol Sensor Ultrasonic Sensor IR optical Sensor LDR Sensor Gas Sensor

Gyroscope Sensor

Diiierent types of Sensors %

lothbeginners

”

Rain Sensor Sense Hat Photo Diode IR proximity Proximity Sensor PIR Sensor

Sensor
Fig. 3.4: Different types of sensors

In the 10T arena, there are some sensors that are extensively used for all types of applications. Based on
their functionality, sensors can be classified as follows:

3.3.1 Temperature Sensor z Devices that monitor and track the temperature and give temperature
measurement as an electrical signal are termed temperature sensors. These electrical signals will be in the
form of voltage and are directly proportional to the temperature measurementtarlier temperature sensors
were only used for sensing temperature in appliances. For example, they were used in air conditioners and
refrigerators to detect accuratetemperatures. But with |0T, temperature sensors are now being used in
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every industry and application. These sensors dynamically measure the slightest of changes in temperature
for accurate measurement.

Applications z The most basic example of a temperature sensor is a digital thermometer. The sensors
measure the temperature of an object, deteciny change in the temperature, and generate a signal in case
of any change. These sensors are used in thermostats to maintain the temperature in the houses. Some
common examples of temperature sensors are given in Figures3.

®) = ca

Thermocouple RTD Thermistor
Y X L / -
-

Semiconductor

Based Thermopile Liquid Thermometer

Fig. 35: Examples of temper ature sensor

3.3.2 Proximity Sensor z This sensor is capable of detecting the movement of an object that is in its field of
view. An electromagnetic field or electromagnetic control radiation is used for this, and then read variations
in the return signal. Such sensors are used in mobile devices, autonomous vehicles or home monitoring
devices that detect an intended purposentage of proximity sensor is shown in Figure 3.6.

% §

Fig. 3.6: Proximity Sensor

Applications : Garage doors use proximity sensors to open and close thevhen a caris nearby. They'll also
be utilized in vehicles of the future that can detect other vehicles on the road.

3.3.3 Pressure sensor zZ These are used to measure a valid measurement per uaitea of the pressure level
of gases or liquids. The measured pressure level is converted into an analog electrical signal. It is depicted in
Figure 37 given.

Fig. 3.7: Pressure Sensor

Applications z Applications for these sensors include manufacturing, aerospace, automotive, and hydraulic
measurement. One typical illustration is a touch screen smartphone with pressure screen sensors that react
to even the lightest pressure from a finger or pen. A cangine's pressure sensors, which control how much
power is needed in accordance with throttle input, are another example. Pressure sensors are used in
industries where pressure is related to warnings of a system of unfair conditions.
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3.3.4 Accelerometer Sensor z These are dynamic sensors that can measure speed target speed change
using microelectromechanical sensors (MEMS). These sensors are used to measure the vibration of
machines or to detect a change in the speed moving objects. The accelerometer messithe change of
speed in one, two, or three axes. Data transmission interface of accelerometers can be either analog, digital
or pulse width modulated.Accelerometer Sensors look like as shown in Figure 3.8.

Fig. 3.8: Accelerometer Sensor

Applications z An acceleration sensor is used to control acceleration in cars and machine parts and warns
of inappropriate acceleration conditions. The sensor can be installed in a system that detects speed,
vibration, position or gravitational acceleration and sets the orientation of the device.

For example, the sensors in smart phones help to rotate their display depending on how the phone is tilted.
The Figure 39 shows the changing of the display orientation of a smart phone

Fig. 39: Changing the display orientation of smartphone

3.3.5 Gyroscope Sensor z Utilizing acceleration sensors Along with the change in velocity detected by the
accelerometer, gyroscope sensors also measure the angular rate of spin or rotation. The sensor measures
deviation in a balanced position movement and corrects the movement inobotics or autonomous
navigation systems. A gyroscope's user interface can be digital or analdye image of this type of sensor is
shown in Figure 3.10.

Fig. 3.10: Gyroscope Sensors

Applications z Gyroscope sensors allow mobile apps to trigger an everiModern selfbalancing scooters or
hoverboards and virtual reality goggles both use gyroscopic sensors as shown in Figur&13.
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Fig. 3.11: Use ofGyroscopic sensors

3.3.6 Humidity Sensor z A humidity sensor, also known as a hygrometer, measurdsimidity level in the
environment. It calculates relative humidity, which is the ratio of the amount of water in the air to the
amount of moisture that can be kept constant at the specified air temperature. This is done by monitoring
changes in electric carent or temperature. It is depicted in Figure 3.1.

Fig. 3.12: Humidity sensor and Humidity sensor device

Applications z Basically, these sensors are used in refrigerators and air conditioners to keep the area moist.
The Figure 313 shows the devicewith the humidity sensor installed, as well as the display of a device that
shows the temperature and humidity detected by the sensor

S o

= 3 : Sl =
Fig. 3.13: Application of Humidity sensor device
3.3.7 Touch Sensor z A touch sensor is a sensitive device that detects physical contact and carries out the
required operations. Detection of something like a touch of a finger or a stylus is known as a touch sensor. It

is depicted inFigure 3.13.

Fig. 3.14: Touch sensor
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Touch sensors are sensitive to touch, force or pressure. They are one of the simplest and useful sensors. The
working of a touch sensor is similar to that of a simple switch.

When there is contact with the surface of the touch sensor, the circuit is closedside the sensor and there
is a flow of current. When the contact is released, the circuit is opened and no current flows. The pictorial
representation of working of a touch sensor is shown in the Figure 3.15.

—
- Electrical flow

s

Touth sensor pressed

I?ﬁ;ltunm flow
i]

Touch sensor released

Fig. 3.15: Touch sensor (a) used in a door (b ) working
Touch sensors are classified into two types:
1. Resistive type
2. Capacitive type
Today almost all modern touch sensors are of capacitive types. Because they are more accurate and have a
better signalto-noise ratio. These sensors are used finitiate a specific operation in mobile devices, home

equipment, and other business equipment. The controller and software collaborate with the touch sensor to
provide the necessary input and function.

Applications z These sensors are now widely used in serity systems and locks, for example, used in
offices and mobile phones.

3.3.8 Reed Sensorz It is an electromagnetic switch that regulates an electric current in the circuit and is
constructed from ferrous reeds. The magnetization of the reed inside @y glass tube causes it to move in
the direction of the switch. Electricity flows in the circuit when these reeds are in contact. Physical pressure
is applied to such sensors, which have no mechanical weReed sensor looks like as shown in Figure 3.16.

Fig. 3.16: Touch sensor

Applications z These sensors are employed in intelligent voltage regulators to regulate power supply
voltage fluctuations

3.3.9 Light sensor z Light sensor is also knownas a photo sensoand one of the importantsensors Light
dependent resistor or LDR is a simple light sensor available todag depicted in Figure 3.17.
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Fig. 3.17: Light sensor
The property of LDR is that its resistance is inversely proportional to the intensity of the ambient light i.e.
when the intensity of light increasesits resistance decreases andice versa.

Applications z Different types of light sensors can be used to @asure illuminance, respond to changes in
the amount of light received, or convert light to electricity.

3.3.10 Range senor z Range seners detect how near or far a component is from the sensing position
They can also be used as proximity sensorfange or distance or sensors use noitontact analog
techniques.lt is shown in Figure 3.18.

Fig. 3.18: Range sensor

Short-range sensing, between a few millimetres and a few hundred millimetres is carried out using
electrical capacitance, inductance anthagnetic technique.

Longer range sensing is carried out using transmitted energy waves of various typeg. radiowaves, sound
waves and lasers.

Applications z Distance sensors are commonly used in robotics, automation, and other applications where
accurae distance measurements are necessary. They can be used for obstacle detection, object tracking,
and positioning, among other things.

3.3.11 Video Surveillance camera

This is a video recording device that captures footage of home and property that can bewed on a
smartphone, tablet, or computer from anywhere using an internet connection. Most video surveillance
cameras are motionactivated and will record when they detect any motion, and simultaneously send an
alert to the authorized person. It is show in Figure 3.19.

Fig. 3.19: Video Surveillance camera
Applications
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The video surveillance cameras are used in video surveillance systems. There are many applications of this
type of cameras including Home Security systems, traffic monitoring, publéafety systems. It can be used in
educational institutions, healthcare facilities for monitoring and vigilance.

Assignment 1. List the various types of sensors with their applications in 0T on a chart.

Practical Activity 3.1: To test temperature sensofTMP36 using a multi meter.

Material Required: TMP36sensor, multi meter, connecting wires, AA batteries

Procedure:

Step 1.Connect a power supply that provides 1-5.5V (like 2-4 AA batteries) to the pins of TMP36 senso

as shown in Figure 3.20.

2.7-5.5Vin ¢ Ground

Analog voltage out

Fig.3.20: TMP36 sensor pin connections
Step 2. Make sure the ground is connected to pin 3 (the right pin), and power is connected to pin 1 (tk
left pin).
Step 3.Now, connect your multi meter in DC voltage mode to ground and the remaining pin(the middle
pin).
Step 4. As the TMP36 sensor is used here and the temperature is around room temperature (25°C), 1

reading on the multi meter should be about 0.75 V. However, if an LM35 sensor is used, the voltage wil
around 0.25V. It is shown in Fgure 3.21.

Fig.3.21: TMP36 sensor testing at room temperature
The sensor is indicating that the temperature is 26.3°C also known as 79.3°F.

Step 5. Now, the voltage range can be changed by pressing the plastic case of the sensor with finge
rise in temperature/voltage can be seen as shown in Figure 3.22.
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Fig.3.22: TMP36 sensor testing at high temperature
By putting fingers on the sensor, heatig it up a little, the temperature reading is now 29.7°C / 85.5°F.

Step 6. Next, by touching the sensor with an ice cube (preferably in a plastic bag so it doesn't get water
your circuit) a drop in the temperature/voltage can be seen as depicted in Figar3.23.

Fig.3.23: TMP36 sensor testing at low temperature
As an icecube is pressed against the sensor, temperature drops down to 18.6°C / 65.5°F.

Practical Activity 3.2. To demonstrate Light Sensing with a LighDependent Resistor (LDR)sensor
Materials Required:

LighttAADAT AAT O OAOEOOI O j, $2q2A0EOOT O j§ AOI OT A pm
(e.g., battery or power supply), Multi meter (optional, for measuring resistance)

Procedure:

Step 1.Collect all the components as showin Figure 3.24.

Fig.3.24: Components required
Step 2.Insert BC547 transistor on breadboard as shown in Figure 3.25.
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Fig.3.25: transistor on breadboard
Step3.#1 11 AAO OEA ,3$2 O OEA OAAOGAs AT A o2AiI EOOAO9
Step 4. Then connect one end if the 10&k ohm resistor from the 'base’ of the BC547 transistor and th¢
other end of the 100k resistor to anode (+) side of the L.E.D.
Step 5. The cathode () side of the LED will get connected to the 'collector' of the BC547 transistor. It

shown in Figure 3.26.

SERE RRw
"‘-‘“‘“ “‘“‘ wel

Fig.3.26: Connection on breadboard
Step 6.Join the wires as shown. One end of wire to end of emitter and théher wire connect to end of the
resistor as shown in Figure 3.27.

Fig.3.27: Connection of wires on breadboard
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Step 7. The positive side of the battery will get connected to the 100k ohm resistor and anode (+) of tf
led while the negative side of the battery will get connected to the ‘emitter' of the BC547 transistor ar
the other end of the LDR. It is shown in Figure 38.

Fig.3.28: battery Connection with components on breadboard

Step 8.0bserve the brightness of the LED in the room lighting conditions When there is light the LED W
not glow but as the circuit is kept in dark the LED glows as shown in Figure 3.29.

Fig.3.29: variation in brightness of the LED in the room lighting conditions

Practical Activity 3.3. To demonstrate the working of PIR motion sensor

Materials Needed

PIR motion sensor, jumper wires,9V batteries, LED or buzzer

Procedure

Step 1.Connect Batteriesare connected across VCC and GND of the sensor.

Step2.#1 11T AAO A , u$ O OEA 106p0OO PET OEOI OCE A
connected here. It is shown in Figure 3.30.
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Fig.3.30: circuit connection

Step3.. T xh xEAT OEA 0)2 AAOAAOO AT U i1 O0ETT ‘A0l O1
the LED.
3.4 Actuators

An actuator is a device that converts energy, which may be electric, hydraulic, pneumatic, etc., to mechanical
in such a way that itcan be controlled. It is illustrated in Figure 3.31.
Energy Input

{Preumatic, Hydraulic, or Electrical)

Control Signal Environmental change or change in

Actuator

from controller Physical Quantity such as motion

Fig. 3.31: Block diagram of an actuator

The quantity and the nature of input depends on the kind of energy to be converted and the function of the
actuator. Electric and piezoelectric actuators, foinstance, work on the input of electric current or voltage,
for hydraulic actuators, it's incompressible liquid, and for pneumatic actuators, the input is air. The output

is always mechanical energy.

The process is compared to the functioning of a human tg. Like muscles in a body that enable energy to
be converted to some form of motion like the movement of arms or legs, actuators work in a machine to
perform a mechanical action.

Actuators come in a variety of forms, each with specific benefits and drawbles, such as pneumatic,
hydraulic, electric, magnetic, thermal and mechanical etc. The kind of actuator used in a given application is
determined by its particular needs, including the required level of force, response time, and durability.

3.5 Working of Actuator

In a typical 10T system, a sensor may collect information and route to a control centre. There, previously
defined logic dictates the decision. As a result, a corresponding command controls an actuator in response
to that sensed input. Thus, sense and actuators in 10T work together from opposite ends. It is illustrated

in the given Figure, where temperature sensor detects the temperature, sends information to the control
centre that gives command to the actuator. The actuator that is a water spkiler start working after getting

the command. So, the information obtained in the form of temperature is converted into the mechanical

form. It is illustrated below in Figure 3.31.
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Sensor Control Center Actuator

§55 G 6y D =

Temperature Sends this Control center Sprinkler turns
sensor detects detect signal to sends command on and puts
heat. the control to sprinkler. out flame.

center.

Fig. 3.32: Working of an actuator
3.6 Actuators Classification

Actuators can be categorized based on their movement type, either linear or rotary. Linear actuators
produce linear motion in a straight line, whilerotary actuators produce rotary motion in acircular path.

The linear and rotary actuators can be classified based on the energy they use to move the shaft of the
motors. Here is a list of actuator classes that use different energy to create movement.

3.6.1 Pneumatic actuators z Pneumatic actuatorsproduce motion by compressing air. They can be
employed in a number of ways, like controlling valve positions or moving machine parts. This type of
actuators is used in the applications that require high force, quick response times, or explosiproof
environment. It is shown in Figure 3.33.

Fig. 3.33: Pneumatic actuator

3.6.2 Hydraulic actuators z These devices produce motion by applying fluid pressure. They are frequently
employed in heavyduty applications like industrial robots, manufacturing machinery, and construction
equipment. A common example of a hydraulic actuator system is JCB as shown in Figure 3.33.

Fig. 3.34: Hydraulic actuator
3.6.3 Electric actuators z To create motion, electric actuators use electrical energy. They can be drivien

AC or DC motors and are often used in applications that require precise control, low noise, and low
maintenance. This actuator converts electric energy into linear or rotary motion

Electric actuators are commonly used in automation systems, roboticspedical devices, and laboratory
equipment. The electric actuator can be AC/DC actuators. Mostly, DC actuators are used in robotics.
Different types of DC actuators that are used in robots are shown in Figure 3.35.
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DC Motor DC Gear Motor RC Servo motor Stepper motor

BLDC Motor Smart Servo motors Harmonic drives Linear electric actuator

Fig. 3.35: Electric actuator

DC Motor z DC motor converts the electrical signal into mechanical rotation dc motor operates only on DC
voltage. A typical DC motor is shown in the Figure 3.36.

Fig. 3.36: DC motor

AC Motor z AC motor converts the electrical signal into mechanical rotation itvorks on AC voltage. a
typical AC motor is shown in Figure 3.37.

Fig. 3.37: AC motor
Relay module 7 A relay is an electromechanical switching device which is electrically operated. It works on
the principle of electromagnet. It consists of a set afiput terminals for single or multiple control signals,
and a set of operating contact terminals. A typical relay is shown in Figure 3.38.

Fig. 3.38: Relay module

3.6.4 Magnetic and thermal actuators Zz Actuators that use magnetic or thermal changes to pduce
motion are referred to as magnetic actuators and thermal actuators, respectively. Magnetic actuators
produce force by means of magnetic fields. The expansion or contraction of materials in response to
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temperature changes is used by thermal actuatordMicro-electromechanical systems (MEMS) and other
miniaturized applications frequently use both actuators.

3.6.5 Mechanical actuators z To create motion, mechanical actuators rely on tangible components like
gears, levers, or cams. When durability, ease a$e, and affordability are crucial, mechanical actuators are
frequently employed. Mechanical locks, manual valve systems, and hand crank machines are a few
examples.

3.7 Difference between Sensor and Actuator

In 10T applications, the accuracy of data isfaitmost importance, and actuators with sensors make sure of
that. A comparison between sensor and actuators is shown in table 3.1 given below.

Table: 3.1 Comparison between sensor and actuators

SN | Sensor Actuator

1 Sensor converts physical quantities ang Actuator converts electrical signals into physica
characteristics into electrical signals. action such as force and motion.

2 It acts as an input device in any contro| It acts as an output device in a control system an
system and placed in input port placed in output port

3 Sensor takes input from environment and Actuator takes input from output signal conditioning
senses surroundings condition. unit of system.

4 Sensor gives output to input signal It gives output to environment and makes an impac
conditioning unit of the system to convert| on load to control parameters.
into electrical form.

5 It gives information to the system about| It accepts command from system to deliver physicq
environment condition to monitor and | action.
control.

6 Sensors are often used to measure procey Actuators are often used to operate control valves
pressure, temperature, fluid levels, flow, dampers, guide vanes, and to move objects from or
vibration, speed etc. place to another, to move conveyor belts in footic

arms movement etc.

7 Sensor examples Thermocouple, photo cell,| Actuator examples motor actuator, servo motor,

RTD, LVDT, strain gauge, Load cell, h;
sensors, differential flow meters, speec
probes, PH meter etc

stepper motor, heaters, electropneumatic actuator,
electro-hydraulic actuator, magnetic actuator etc

Practical Activity 3.3. To observe the working of Remotecontrolled LED using WiFi-enabled smatrt plug

Materials needed

Wi-Fi-enabled smart plug (such as TRink Smart Plug, Wemo MinSmart Plug, etc.), LED bulb or LED stri
with compatible socket, Smartphone with WAFi capabilities, WiFi network

Procedure

Step 1.Plug the LED bulb or LED strip into the WiFi-enabled smart plug.

Step 2.connect the smart plug to your WiFi network using the accompanying smartphone app. Typically
this involves plugging in the smart plug, downloading the app, and following the escreen instructions to

connect it to your WiFi network.

Step 3. Once the smart plug is connected to your \Wki network, you can control it remotely using the
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smart phone app. Most smart plug apps allow you to turn the connected device (in this case, the LED K
or LED strip) on and off, set schedules, and even monitor energy usage.

Step 4. Test the setup by remotely turningthe LED bulb or LED strip on and off using the smart phone ap

3.8 Sensor Calibration

Sensor calibration is a crucial process to ensure the accuracy of measurements. It involves adjusting sensor
settings to align with a standard reference, minimizing dicrepancies. This is essential for various
applications, including scientific and industrial uses. Calibration compensates for factors like environmental
conditions and aging, maintaining precision over time. Regular calibration ensures compliance with dita
standards, allowing sensors to consistently provide accurate and reliable data.

Calibration process for any sensor can be understood with the help of the example given in the following
section.

3.8.1 Calibration process of Temperature Sensor with Indi  cator

Temperature sensors equipped with indicators are integral in industries and applications requiring precise
temperature measurements. Regular calibration is indispensable to maintain accuracy in readings. This
process involves comparing the sensor's wiput with a known reference to assess accuracy and make
necessary adjustments as needed.

The calibration process is vital for temperature sensors equipped with indicators, guaranteeing the
precision and dependability of temperature measurements. Factorsuch as aging, environmental
conditions, or mechanical stress can cause temperature sensors to deviate from their initial calibration over
time. Without routine calibration, there is a risk of increasingly inaccurate readings, compromising the
accuracy oftemperature monitoring and potentially posing quality or safety concerns.

Temperature sensors with indicators come with a display or indicator offering temperature readings.
Depending on the sensor's design and purpose, these indicators can be digital, lagaor colorcoded. The
indicator converts the sensor's electrical signal into a temperature value that is easily readable. Calibration
of a temperature sensor with an indicator is the process of confirming the accuracy of both the sensor and
its display, ensuring precise temperature readings. The arrangement for calibration is shown in Figure 3.39.

Inbuilt ——
o Multi-Function
Telr:::::at::re 100:9056 100.00 °C Calibrator

Temperature Source

Sensor to be Calibrated Master Sensor

Fig. 3.39: Calibration process of Temperature Sensor with Indicator
Step 1. Preparing for Calibration

Prior to commencing the calibration procedure, assembléhe required equipment, including a calibrated
reference temperature source, a digital thermometer or temperature calibrator, and any tools specified by
the sensor manufacturer. Ensure that both the temperature source and the reference device used for
calibration adhere to national or international standards.

Step 2. Confirming Indicator Accuracy
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Initiate the calibration process by validating the accuracy of the temperature indicator on the sensor.
Compare the displayed readings with those obtained from # reference temperature source. If any
disparities are detected, take note of the deviations for subsequent adjustment during the calibration
process.

Step 3. Choosing Calibration Points

3AT AAO A OAO 1T £ OAI PAOA OO OA cafivtatioh. DH@se AdinG shoudd edzcandpbas© AT OI
the desired operational range and include critical temperatures pertinent to the specific application. It is
advisable to include a minimum of three calibration points, typically spanning the minimum, middle, and
maximum temperature range.

Step 4. Executing Calibration Adjustments

Position the temperature sensor in the reference temperature source and allow sufficient time for

OOAAEI EUAOET T8 #1711 DAOA OEA OA1T 01 060 1 OOprmehs abdadhAET CO
calibration point. If discrepancies from the desired values are identified, make the necessary adjustments to
the sensor or its indicator to align the readings with the reference measurements.

Step 5. Verification and Documentation

Followng OEA AA1T EAOAOET T AAEOOOI AT OOh OAATT £ZEOI OEA OAT «
alignment with the reference measurements. Document the calibration results, noting the adjustment

values made, for future reference and traceability purposes

3.8.2 Benefits of Calibration

Calibration stands as a crucial element in preserving the precision and dependability of temperature
sensors equipped with indicators. Through adherence to a systematic calibration procedure and
recognizing the significanceof indicator accuracy, organizations can guarantee accurate measurements,
thereby improving process control, compliance, and product quality. Consistent calibration is imperative to
reduce measurement uncertainties and optimize the performance of applicains sensitive to parameter
values.

3.9 Sensor Nodes

A sensor node is a node in the IoT network that is capable of

E ' AOEAOET ¢ OAT 01 OU ET & Oi ACET 1

Z OAOA&I Oi ETC POT AAOGOET C

E #1011 Ol EAAOET ¢ xEOE 1 OEAO AIT1TAAOCAA T1T AAOG ET OEA 1.
In a wireless sensometwork (WSN), various sensor nodes are connected. The following Figure 3.40 shows
a WSN:

wo © Sensor Node
"::“Q} B o Rt /9
Fig. 340: WSN

3.9.1 Structure of a Sensor Node
In the structure of a sensor nodes following components are present:

Controller z The controller processes data andontrols functions of other components in the node. Digital
Signal Processors (DSPs) are generally used for wireless communication applications.
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Transceiver z A transceiver is a device that combines both a transmitter and a receiver. The operational
states of transceivers are as follows:

Z 40A71 Oi EO
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External Memory z External memory is used based on the purpose of storage that are as follows:
FEUser memory z To store application related or personal data
FEProgram memory z To perform programming of the device

Power Source It is difficult to connect a wireless sensor to the mains supply. Power is required for the
sensor node to sense, communicate and process data. The power can be stored in batteries oraitua.
Batteries are the main power source for the sensor nodes.

The structure of a sensor node is shown in following Figure 3.41.

Transceiver
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Fig.3.41: Structure of a sensor node

Assignment 2. Sketch a neat diagram on a sheet showing the structure of a sengode.

3.10 Sensor Connectivity in IOT

The connectivity requirements of loT networks depend on the purpose of the system and the resource
constraints. A range of several wireless and wired technologies are used to provide complete loT
connectivity. The Figire 3.42 shows a sensor connectivity model.

Cellular

[

Sensors

Fig.3.42: Sensor connectivity model

Summary

1 Sensors are components of 10T devices that measure physical quantities, converting them into data
that can be interpreted by humans or machines.

1 The data gathered by IoT sensors enables various types of control and automation.
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1 Sensors are important for capturing data, but in order for them to be truly useful, they must be
coupled with actuators, which are devices that can physically respond to ssor input.

9 Actuators, which include electric motors, pneumatic and hydraulic actuators, etc. are devices that
transform energy into mechanical motion.

CHECK YOUR PROGRESS

A. Multiple Choice Questions
1. A Sensoris a (a) Subsystem (b) Machine (c) Module (d) All of the above

2. The function of a sensor is to (a) Detect events within a specified environment (b) Separate physical
parameters (c) Track and transfer data to computer processor (d) Both a and ¢

3. Sensor provides output signal depending on (a) Input (b) Physical quantity (c) Both a and b (d) None
of the above

Sensors can be (a) Temperature (b) Light (c) Motion (d) All of the above

Proximity type sensor is which type of sensor? (a) Contact type (b) Nesontact type (c) Both a and b
(d) Partially contact

Actuators can be (a) Displays (b) Motors (c) Sound (d) All of the above

On which of the following factors does the design of a ssor depend? (a) Application property (b)
Quantity measurement (c) Quality of environment (d) None of the above

8. Which of the following are the applications of proximity sensors? (a) Car (b) Mobile phones (c)
Industries (d) All the above

9. Examples of sensm are (a) Motors (b) Pumps (c) Moisture sensor (d) All of these
10. Actuators include (a)Gears (b) Pistons (c) Valves (d) All of the above

B. Fill in the blanks

1. Sensors fetch data to control devices.

2. Atransceiver is a device that combines both a

3. Actuators can be categorized based on their movement type

4. The most basic example of a temperature sensor is a

5. is a process to remove structural errors from the output of the sensor.

6. A Proximity Sensoris capable afletecting the that is in its field of view.

7. An actuator is awhich actuates the movement by converting

8. A touch sensor is a sensitive device that detects and carries out the required operations.
9. - Sensors are categorized based on the physical quantities they measure, such as

10. The connectivity requirements of 0T networks depend on the

C. State true or False for the following

1. A sensoris not a machine.

2. loT devicesand systems include sensors that track and measure activity in the world.
3. A sensor may not be a transducer.

4. The sensor is an input device while the actuator is an output device.
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Electrical switches are the choice of actuators for most of the euff type control action.

A thermocouple is an electric temperature detector that uses thermoelectric resistance created by
heat.

7. Atransducer is any which converts one form of energy into another.

8. Alight bulb is a transducer forconverting electrical energy into gotical energy.

9. An electric motor is a transducer for the conversion of electricity into mechanical energy or motion.
10. The data in digital sensors, which are used for conversion and transmission, is analog in nature.

D. Short answer type questions

What is asensor?

What is an actuator?

Are sensors can be used along with other electronic devices?
List different types of sensors.

What are the characteristics of sensors?

What are the applications of proximitysensors?

Give the applications of light sensors.

What is a humidity sensor?

What is the useof a touchsensor?

© © N o gk~ wDd PR

10. Define sensor accuracy and calibration.
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Module 2 Networking of IoT Devices

Module Overview

This module provides learners with a comprehensive understanding of how Internet of

Things (I0T) devices connect, communicate, and operate within a network. Beginning with

the initialization and configuration of nodes, gateways, and control edge appliances , the
module introduces the fundamental components required to build a functional 10T system.

Learners will then explore how to establish communication and connectivity between
devices, enabling seamless data exchange. The importance of security in 10T sys tems is
addressed through the implementation of authentication and authorization mechanisms.

The module also covers key communication technologies and protocols used in loT, such

as MQTT, CoAP, and HTTP. Finally, learners are introduced to the role of clou d computing
in 10T, focusing on data storage, processing, and remote access. By the end of this module,
learners will be equipped with essential networking skills needed to build secure, scalable,

and efficient 0T solutions.

Learning Outcomes

After com pleting this module, you will be able to:

9 Initialize and configure 10T nodes, gateways, and control edge devices for seamless
integration.

Establish reliable communication and connectivity among various loT devices.
Implement secure authentication and auth orization mechanisms in 0T networks.
Identify and apply suitable communication technologies and protocols used in loT.

= =4 =4 =

Understand the role of cloud computing in managing and storing loT data effectively.

Module Structure

Session 1. Initialize and ~ Configure Nodes, Gateways, and Control Edge Appliances

Session 2. Establish- Communication and Connectivity between devices

Session 3. Authentication and Authorization Mechanism in loT

Session 4. Communication Technologies and Protocols for |oT

Session 5. Cloud Computing

Session 1. Initialize and Configure Nodes, Gateways, and

Control Edge Appliances

Setting up and configuring nodes, gateways, and control edge appliances is essential for building effective
0T systems. Nodes collect data, gateways facilitate communication, and control edge appliances process
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data at the network edge. Proper setup enses smooth operation and secure connectivity in 10T networks.
This guide explores the key steps involved in initializing and configuring these components, enabling users
to establish reliable and scalable 10T infrastructures.

Setting up a username and passwd on routers and loT devices is known as initializing a node and
gateway. The technician must finish the full installation of the 10T setup before initializing the nodes and
gateways. This involves working with 10T devices, such as setting up a routem 0T camera, and a
functional Internet connection. For instance, using the procedures depicted in Figure 1.1, an IoT camera can
be set up alongside the 10T framework, and then, finally, a node gateway can be initialized.

Unpack the device

\ 2

Set up the basic hardware of the device

¥

Establish the cable and power supply

3

set up the Internet connection of device

) 2

Initialise the nodes and gateways

Fig. 1.1: Prerequisite steps for an 10T device installation
1.1 10T Device Installation

In the process of installation of 10T devices like cameras, motion sensors, an loT camera, certain steps need
to be performed.

Unpack the Camera
Remove the camera and its accessories from the packaggrefully.
1.1.2 Set Up the Basic Camera Hardware

Once unpacked, the foundational hardware requires setup, including mounting the camera and its stand.
The following steps illustrate the basic hardware setup procedures:

1. Slide the camera onto the stand toonnect it.
2. Mount the screws and secure them tightly.
The Figure 1.2 shows the camera hardware assembly.

M @y

Fig. 1.2: Camera hardware setup
Figure 1.3 shows the mounting of a camera on the wall.
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Fig. 1.3: Mounting of the camera on a wall
1.1.3 Ensure the Power Supply and Cable Connection

Connect the power adaptor end to the power supply port on the camera's back. Next, attach the power
supply plug to a power supply port that is close as shown in Figure 1.5.

Fig. 1.5: Connection for the power adaptor
1.1.4 Set Up the Internet Connection of Camera Device

For the 0T camera to operate via wireless internet using WHi, it must connect to the router. Depending on
the customer's needs or site requirements, there may already be a pimstalled wireless internet
connection available, or the technician may need to install a router to enable wireless connectivity.

If a pre-installed wireless internet connection is accessible then following steps should be carried out to
complete a wireless setup automatically

Step 1. Verify that the router device's wireless Internet connection is functioning properly.
Step 1.Ascertain that the camera is positioned within the router's coverage area.

Step 1.For 1 to 5 seconds, press the WPS (Wi Protected Setup) button on the rougr or gateway. so that
the WPS LED begins to flash.

Step 4. Next, press the WPS button on the camera's back to make the WiFi LED start blinking and turn
green. Figure 1.6 shows the steps of the automatic connection of router and camera:

e B

)
" 60 SECs

175 SECs

Fig. 1.6: Automatic router and camera connection
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If the automatic connection fails, establish a manual connection using a utility program like EnViewer that
was included on the CD that came with the I0T camera's packaging. EnViewer Finder by EnGenius is being
used in thisillustration. The procedure to manually connect the camera is as follows:

Step 1.Turn on the laptop or desktop, wait until the system starts up, and check that the window opens and
runs.

Step 1.Run the utility tool disc by inserting it into the disc drive. The following are the steps to run the disc:
1. Click the start button to launch "My Computer.”

2. Select "Run the disc as administrator” by performing a rightlick on the disk drive.

3. To finish installing, adhere to the installation instructions.

Step 1.To use the tool after completing the installation, follow these steps:

4. Access the desktop of the computer. Pressing "window" and "R" on the keyboard will open and run the
window.

5. Typethenameofth OT 11 AT A POAOO O%i OAO68

Step 4. From the list provided in the tool window, select the camera linked to the router network. If the

camera isn't showing up in the list, click Refresh to see it. The device will display the hostname, IP (in this

case, the cmera's IP is assumed to be 191.168.0.101), and version in the list's camera row.

6. The screenshot in Figure 1.7 shows the camera listed in the utility tool.
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Fig. 1.7: Screenshot showing the camera listed in the utility tool
Select the camera from the listenter the username and the password in the column given on the top right
corner, and then click next for the configuration shown in Figure 1.7. The default username and password
are given in the camera packaging or in the user manual. Figure 1.8 shows tisername and password on a
camera packing.

Fig. 1.8: Username and password on camera packing

Click the network tab given in the options in the utility tool and select the mode of connecting the camera
with the network. Figure 1.9 shows the modes of netark connectionz DHCP, Manual, PPPoE.
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Mode
9 DHCP Manual PPPOE

Fig. 1.9: Screenshot showing the modes of network connection

Dynamic Host Configuration Protocol (DHCP) z DHCP allows to connect to the network without
providing any IP. The camera automatically requests the IP frothe router.

Manual z In this option, IP address is to be provided in the TCP/IP section. Make sure that the IP is not used
by some other network. Figure 1.10 shows the manual network setup wizard.

Toone

P 192 . 168 0 l
Subnet mask 255 . 255 . 255 . O
Gateway P 192 168 0 1
DNS 1P 192 . 168 . © 1

Fig. 1.10: Manual network setup wizard

Point-to-Point Protocol over Ethernet (PPPOE) z The camera and modem can be directly connected when
the Internet service is using the PPPOE Internet protocol. This calls for getting in touch with the service
provider to get the necessary information details. In the same PBP protocol setting on the router, only the
username and password are required as shown in Figure 1.11.

Fig. 1.11: Setting up the PPPoE protocol
1.1.5 Installation of edge devices

Edge devices in 10T refer to hardware components deployed at the netwoddge to collect, process, and
transmit data from loT sensors and devices. Examples include gateways, edge servers, routers, and
computing nodes.

A) Installation of the Router

Following steps has to be followed by the technician to install a router for a véless internet connection at
site.

1. Unpacking the router device.
2. Connecting the ethernet wire with router.
3. Configuring the router device Initialising the router device.
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